No. M.V-12/2012-13-DAIV.IT FY/
HIT L&/ Government of India
I T Aty of Home Affairs
g MYRTREROT ST /Police Modernization Division
T9UT-| 3FF /Prov.| Desk

26, Man Singh Road, Jaisalmer House,
New Delhi, dated the 2/%pril, 2015

To,
The DsG: AR, BSF, CISF, CRPF, ITBP, SSB, NSG & BPR&D.

Subject: QRs and Trial Directives of Firewali/Multi Functional Security
Appliance.

Sir,

The undersigned is directed to refer to the subject mentioned above
and to say that the QRs and Trial Directives in respect of Firewall/Mulii
Functional Security Appliance as per Annex-i and Annex-ll, respectively
have been approved by the competent authority in MHA.

2. Henceforth, all the CAPFs should trial evaluate and procure the
above item, required by them, strictly as per the laid down QRs.

3. Concerned CAPF will be accountable for correctness of the QRs
and Trial Directives of Firewall/Multi Functional Security Appliance.

Yours faithfully.

% 21/
M. K. Chahar)

Under Secretary to the Govt. of India

Encl: As above.

Copy forwarded for necessary action to:

(IT), MHA - with the request to host the QRs and Trial Directives of
Firewall/Multi Functional Security Appliance on official website of MHA
(under the page of Organizational Set up, Police Modernization Division-
Communication Equipments). Soft copy is being sent through email alsc.

(R. K. 1Soni)
Section officer (Rrov-1)

Copy to: DDG (Procurement), MHA



tem Mo, ! 1,;—1‘“ o}‘k ucs\,npmor wﬁr‘ Conflgurauon 7
 MFSA

' Must support the fof_lc‘)\éffhné_&}a—n%ters with CPU utilization < 50%
| | " Throughput (in Mbps) Network Concurr

! | | !
| ' Noof {in Mops |
! | Con- | Only . | Firewall + Ports (10 J ent f
1 ; , Firewall | 100/ | connect i
‘ I current | Firewal | PSS+ i ;
' Users | f | +IPS | Anti-virus 1000 fons per ‘1
( I f , Mbps) second f |
250 [ 1000 | 500 / 300 Minimum | 2 Lakhs [ 10K  ormore |‘
| ; f f J 6 Nos. | ormore !
5 IJ MFSA Model-1 HA:
' I MFSA device for High-Availability of MESA Mode!-1 !
r " 3
[3 | MFSA Log Analysis solution |
| S:No. | MFSA SPECIFICATION ~— - |
1. | Details: B |
! 1.1. | Throughput supported by the device (in Mbps) !
] 1.1.1  Firewall Throughput f
; J 1.1.2 Firewall + IPS (All signatures enabled) Throughput |
‘ 1.1.3 Firewall + IPS (Al] signatures enabled) + Antivirus Throu hput (ﬂow—based/proxy—based) !
- | g St A
| 1.2. J Concurrent Sessions supported wfth‘a!! modules ?nab__!ei__w 7 7 '
- f New connectiens per “second ;j B - S
1.3 Rack space (1U7 20, etc.) B - L i
14 rOoeraung\/otage 110-240V AC 7 ,
15 } Temperature — 5 to 40°¢C '

18

I AC Frequency — 50/60 Hz ;
f MFSA SPECIFICATION (Mandatory) 7 B

2. ( GENERAL
[ . 2.1, | The MFSA device must have the foHowmg Integrated functions / modules: (
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211 Firewall e
| 2.1.2 Intrusior Prevention System (IPS)
- 213 Antivirs ' ‘ - e
272 URL Firering
 2.1.5  Traffic Snaping
' 2,18 Virtual Private Network

2.1.7  Application Controf

2.2, ngh -Availability of MFSA device
| 2.2.1 Al MFSA functions mentioned at point no. 2.7must work in High-Avail ability mode,
2.3. | The MFSA license must not have restriction on number of users or IP addresses for all MFSA
| functions / modules mentioned in point no. 2.1.
2.4, [ The device must be deployable in routing mode.
2.8 \ Tha device must support the following routing protocols.
/251 BGP
| 2.5.2 OSPF
2.6 \ The device must be deployablie in bridge (transparent) mode.
1261 AllMFSA modules must work in bridge mode except point no. 2.1.6.
| 2.6.2. BGP protocol packets must pass through transparenily in bridge mode.
\ 2.6.3. Must support muliicast packets in bricige mode.
2.7. | The device must support multiple network subnets on a physical network interface.
2.8. \ Video & Voice support;
' 2.8.1 Must be session-aware o inspect various Video & voice protecols, such as, H.323 and
| Session Initiation Protocol (SIP) protocols.
2.9, | The device must support Dual-Stack I1Pv4 and 1Pv6 for all MFSA modules.

2.10.1 Logging and Monitoring:

. 2.10.1. It must be able to send logs to exiernal syslog server and MFSA Log analysis Solution.
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| . 11. Device Management: 7 B o
o 2.11.1 The device must be manageable from Centralised Managoment Solutie o
L 2112 The device muer support role basad adiministration T
a 2.11.2 The davice must :{Upyo. management cver sec.re channel o o
Il_ 2114 The device must restrict management from specified IP addresses / networks. |
- 2.11.5 The device must support AAA authentication :
| 2.12.. Certifications: |
_f 2.12.1. The MFSA moduies must have one of the given [EAL4 1ISO  'Check [ICSA [NSS
l ; certifications. Tick the certificate for each of the l 15408 gmark Labs Labs]
| . MFSA functions / modules: ; f F
| 21211, Firewall & VPN modules | | ! ] i
[ | 21212, Antivirus module a | | J' J |
f I 21213, IPS module | | | | J
| 2.13. | Warranty & Software subscription: |
lf i 2.13.1. Five years on-site Comprehensive warranty support I\
[ . 2132 Five years software subscri iption support !
3. | FIREWALL i
: 3.1, ? Must be a Stateful packet inspection firawall, ]
| 3.2. J Firewall module must support security policies {firewall rules) based on: |
! ' 321 IP addrass j
o ' 322 Network subnat
; | 32.3. Protocol (TCP, UDP, ICMP, efc.) |
- 1324 Sewices T
’ 325 Time T _
o . 326 User-group o
.33 ‘ Must have provision to create local users on the device suppor‘ user based security policies |
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S4 D Must intagrate with the following third-party authentication services o support User based security

| policias:
341 oEE T o N o
342 Vindows Active Directory o - T
3.5 ‘ Network Address Transiation (NAT): Must support the following:
| 1351 Dynamic NAT T
| |3.52 Static NAT
B | 353 PAT
| 1 354 No-NAT (traffic shouid pass without IP address transiation)
ii' | 3.5.5 Palicy based source and destination NAT
[ 4 | INTRUSION PREVENTION SYSTEM (IPS) .
A [ The IPS must be able to detect and respond (block, notify) to any maiicious activity, o
iL 4.2, l‘ Must be possible to configure traffic-direction based IPS polices. L
|‘ 43 \! Must support creation of user—defined signafures.
| 4.4. | IPS must support exemption of traffic inspection for
f 1441 Specific IP addresses
i ‘ 442 Networks (source and destination separately)
| 4.5. | Must be possible to block / aliow files basadon:
j [451 File names
n 452 File extensions B
1453 File types T
i 46 | Day Zero protection,
‘ 47 | ldentity & Biock DoS&DDoS. Sync flaggsd & encryotad attacks. -
- 48 " Custom Signature Support. - -
48 Should defend & monitor against worms. virus, Trojan S -
4.10 ' Role based access to various IPS Policies, -
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=I5, TANTIVIRUS
5.1 ! Gateway Antivirus must provide real-times protection of viruses, worms, Trojaiz and other
- malicious code (like Sbyware, adware, efc.) at the gateway for SMTP. POP3. IMAP, HTTP,
. ”—:—T(DS FTR& M traffic | in potn Clu aciiciis.

& T URLFLTERING T ‘
|61 ! URLfikering must work for FTTP and AITTPS traffic ’
/ 8.2, | The foliowing security related URL Categories must be supported in addition to the other .

| categories |

i .

( | 6.2.1. BOTNETs

f 6.2.2. Malicious sites l
) i 6.2.3.  Phishing sites
! - 6.2.4. SPAM sites
| | 8.2.5. HACKING ;
’ J 6.2.6.  Proxy avoidance / remote proxy |
| | 627  P2Pfile sharing |

! 5.3 : URL filtering must be possible for specified: —M*"l
‘ | 631 [P address -
' 832 Network subnet !

—

! j 63.3 User-group i
| Must be possible to block / allow
| 641 URLs based on categories,
[ 642 Unrated sites.
{ 6.4.3 User-defined URLs.
6.5 | Must have provision to block allow:
' 851 Web based chat rafic
; 8.5.2 Peerto paer traffic
1 653 Voice traffic
| 6.5.4 Video fraffic
5 6.6. ' The solution must be able to block sites containing: ;
f ( 6.6.1.  Spywares .
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v 852 Adwares

Ao
(653 Malwaras

' l\ﬁ ist f*auﬁ configurable opiions to aliow/deny acoess o web sites wh

he URL rama sarvice is

-4

SHAPiNC

7.1 I Must be possib!e to enable Traffic Shaping(rate limiting) for specified:

| 7.7 1P address

‘ 7.1.2  Network subnet

7.1.3 Services

|
!
7.2 \ Must be possible to configure Guaranteed bandwidth for specified:

l 7.2.1 1P address

. 7.2.2  Network subnet

[
| 7.1.3 Senvices
| Must be possible to configure Maximum bandwidth for specified:

~l
w

| 7.3.1 IP address

' 73.2 Network subnet

[
7.3.3 Services

oo

| VIRTUAL PRIVATE NETWORK (VPN)

8.1. | The device must support IPSEC VPN protocal,

8.2. | The davice must support site to site VPN

8.3. | The device must support remote-client VPN, Must include client licenses, i any, for the number of

I users mentioned in the t=chiical specifications of the kem.

8.4. | The device must scan all VPN traffic for malicious content.

oy

CAPPLICATION CCNTROL
©.7. | Mustdiscover applications automa y and enabls z2ppl
| port and protocol.

cation policy controls in

ndant of

'C5
ﬂ 3

9.2. ! The device must be zbie fo allow / deny applications based on:

| 9.2.1 Specified users
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) 522 Specifiad user grouos )
923 Speofied user groups with excenivis S
- 8.2.4  Specrsu source |3 - S -
" 7525 Specified source Networks ) -
[ 9.3 The device must identify and controf Web 2.0 appiications | I
i S. No. \ SPECIFICATION FOR MFSA LOG ANALYSIS SOLUTION )
| 1 ' Specify:
li i 1.1, item No.
! 1.2, OEM
j i 1.3, Modei }'
! ' 1.4, Rack space (1U. 2U, etc)
| I 1.5. Power requirement (in Wafts)
Jif.w . Must be accessible through GUIL i
| 3. . Must be accessible over secure channel.
f 4 A single Log Analysis solution must support / be
I‘ 4.1, 100 or more MFSA devices T
i ______ 4.2 Storage space of 2 TB or more

4.3. RAID 5 redundancy

| - 4.4, Rack mountable
i 4.5, 5000 Events Per Seccnd (EPS) o o
f_5_ - Must have prowsmn_fé vnew and anaiyze real-time aleris from all MFSA devices.
L&, " Drilldown facility must be = avallable for alert mom toring.

7. Must generate the foﬂa\}umg reports. - S

| 7.1 Attack rebons

7.2. Bandwidth usage reports

5 7.3, Source |P/ destination IP reports
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7.4 Source network / destination natwaork reports

7.5 User based reporis

7.5 _S_crwce based repu s

-\.!

L. URL basad r |

8. Access or Der ued reDorts

"‘\|

7.9. User-defined reports

The solution must have provision to export iog of a particular device as a text file for the spacified

L 8.
‘ period without any restriction on number of log eniries or the size of the lag fite |
P 9. r The solution must have configurable option to schedule the report generation.
.‘ 10. ! Must support sending the scheduled reporis te the designated email addresses.
[ 11. ! Role based access for the log analyzer:
j | 111, Must be possible to allow a giver user to analyze the logs of one or more MFSA devices,
| | 11.2. Must support mult; iple roles like administrator. operator etc for the log anaiyzer. !
' 11.3. Remote access ic the log analyzer must be possible from specific [P addresses / subnets
‘ only.
12. - Warranty & Software subscription:
i 12 1 Five years on-site comprehensive warranty support
- 12.2 Five years software subscription support.
! | 12.3. Managemert shouid support CLI/GUI
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. aceessing on secure channet (Hitps)
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| . A8 User based reports
|
« 7.6, Service based reporls
ﬁ
o \‘ 7.7, - based reporis
|
_; 7.8, Access or Denied reports
N e —_ . _
‘y 7.9, Uscr-defined reports
8. ( The solution must have Provision to export log of a
‘ particular deviee as a text file for the speeitied period
| without any restriction on number of log entries or the sjze
L logtile
0. sotulion must have configurable option 10 schedule the
report peneration.
P e e —
10. Must support sending the scheduled reports to the designated
el addresses.
TR ————
I Role based access for the fog analyzer:
T | D AREESS Lot e tog anal L
P Must be possible to allow a given user to analyze
lhe logs of one or more MFSA devices.
TL2. Must support multiple roles like administrator,
operator ele for the log analyzer,
113 Remote aceess to the log analyzer must be possible
irom specific 1P addresses / subnets only.

View in Teehnjcal guide and verify same
fromr console / management interface by
aeneraling reports

T T T T
View in Technical guide and verify same
from console / management interface by
genceraling reports

View in Technical guidle and verify same
(rom console / Mmamagement interface by
_generating reports o
Yiew in Technical guide and veri Ly same
from console / management interface by

generating reports

View in Technical guide and vertly sume
[rom cansole / management interface by

| generating reporis
— M

from congole / nanagement intertace by
exporting logs to other format

View in Technical guide and verity same
=i

from console / management interface by

generuting reports on schedule based

View in Technical guide and verity same
from consoie / Management interface by
sending report to desipnated email

View in Technical guide and verify same
from console / management interface
granding role to user

View in Techmical guide m_ilj\o_.m.@ same
[rom console / management iderface
_granting role to user , )
View in Technical guide and verify same

[rom console / management interface by

setting 1P access
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View in Technical gutde and verify same
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