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AT GIhT/Government of India
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FETTT/Ministry of Home Affairs
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3
shiepL Ul HHTIT /Police Modernization Division
HIUT-| 2 /Prov.] Desk
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ol

26, Man Singh Road, Jaisalmer House,
New Delhi, dated the l}p}l‘\pril‘ 2015

To,
The DsG: AR, BSF, CIGF, CRPF, ITBP, SSB, NSG & BPR&D.
Subject: QRs and Trial Directives of Network Switches layer-2.

Sir,

The undersigned is directed to refer to the subject mentioned above
and to say that the QRs and Trial Directives in respect of Network Switches
layer-2 as per Annex-l and Annex-ll, respectively have been approved by
the competent authority in MHA.

Z. Henceforth, all the CAPFs should trial evaluate and procure the
above item, required by them, strictly as per the laid down QRs.

3. Concerned CAPF will be accountable for correctness cof the QRs
and Trial Directives of Network Switches layer-2.

Yours faithfully.

%%}L’

(M. K. Chahar}
Under Secretary to the Govt. of India

Encl: As above.
Cepyforwarded for necessary action to:

(IT), MHA - with the request to host the QRs anrd Trial Directives of
Network Switches tayer-2 on official website of MHA (under the page of
Organizational Set up, Police Moedernization Division-Communication
Equipments). Soft copy is being sent thrcugh email also.

D
(R. KfSoni)
Section officer (ffrov-1}

Copy to- DDG (Procurement), MHA




QR/TECHNICAL SPEC FICATIONS OF NETWORK SWITCHES LA

2

._connectivity

. The Switch should s

- GBPS.

| The Offered switch shouid su

Basic QR / Technical Specifieations of

The Offered Switch Should have Minimum 24
- /SFP) Ethernet port. Each switch should be populated with 2 SFP moduie for multimocy

SR

"Network Switeh
Port 10/100/1000 Base T and 4 Gig%??‘(g‘j;,;g -

upport non-blacking architecture with minimum switching capacity of 5

pport minimum 41 mpps of forwarding rate (64-byte packets) -

| Following layer 2 Switching features should be supported by offered switch from day 1 ~
@ Spaming [ i "8027d Spanning Tree support T T
Tree 0. 802.1w (Rapid Spanning Tree [RSTP]) _ﬁx
. Protocol i Multiple Spanning Tree 802.1s i
L R , _
. b. Port | 1. Support for [EEE 802.3ad Link Aggregation W“«
| grouping | (LACP) -
1L Upto 8 groups o
M. Upto8 ports per group e
| c. VLAN i Support for Up to 256 VLANS simultaneously (out of 4096 VLAN T
! ! IDs)
fl |_il.  Port-based and 802.1Q tag-based VLANs T
! . MAC-based VLAN o T
| _ . Management VLAN N T
. _Prvaie VLAN Edge (PVE) T
V. GuestVLAN ~ R T
|, - L vii. Voice VIAN T T
d. The offered switch should support GVRP or GARP of MVRB B T
’ e. The offered switch should Support Dynamic Host Configuration Protocol (DHCP) Re!ay ;
at Layer 2 with option 82.
f. The offered switch shouid support internet Group Management Protocol (1GMP) j
| versions 1, 2, and 3 snooping. The Switch should support minimum 256 multicast |
groups. _ o ) i
9. The Cffered switch should be able 1o support source based multicasting. :‘“ﬁ‘,"

____h. The offered switch shouid support Qo

S and multicast .
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Fase -2 )
A

_Following Security features shouid be supported by offered switch from day 1 o
a IEEEB021X I 8021X RADIUS authentication  — " T

i i Dynamic VLAN assignment o o -
b The Cffered Switch should be able o support Locking of MAC addresses o ports and

._____should also be capable of limiting the number of learned MAC addresses o
€. The Switch should support RADIUS authentication where switch functions as client. N
" d. The Switch should support storm control for Broadcast, multicast. and unknown

- unicast i
& Tne Switch shouid support DoS attack prevention |
If f. The Switch should support Access Control List feature using which Dropping and rate 1

. limiting can be done based on following o

i. _Source and Destination MAGC o :
i.  VLANID - !
i. [P address ] |
iv.  Protocol o
v. Port s 7 ‘
vi. _differentated services code point (DSCP)/IP Precedence

vii.  TCP/ UDP source and destination ports
viil.  802.1p priority
Following Quality of service features should be supported by offered switch from day 1
a. The offered switch should support Priority levels with atleast 4 or more hardware
queues.
b The Switch should support scheduling using Strict priofity and weighted round-robin
o (WRR) and Queue assignment based o DSCP and class of service (802.1p/CoS)

& The Switch should be Capable of supporting Class of service based on following i

— e Portbased - T T S
1. 802.1p VLAN priority based |

. IPv4/vB {P precedence/type of service—(ToS)/DSCP based i
lv.__Differentiated Services (DiffServ)
~ d_The Switch should support rate limiting using Ingress policer; egress shaping and rate |

control; per VLAN, per port, and fiow based. |
. The Offered switch should support (Pv6 standard and IPv6 management features from day 1. |
. Following Management featuras should be supported by offered switch fromday1 |
a. The offered switch should have Built-in switch configuration utility for easy browser- é

i

based device configuration (HTTP/HTTPS)._A ‘
Ji. £ s o '; 3 Hr\\ i 3 f'/-::\\\,“
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b. IHC

uili-in web basea utility should be support conngh;ra ion bySLefn dashboard.
system maintenance, and monitoring

c. The Switch should support SNMP versions 1. 2¢, and 3 with suppor* for traps, and

SNMF

7 version 3 user-pased security model qu;

The Switch shouid support remote monitoring with Embedded RMON software agent

‘ with suppoert of 4 RMON groups (history, statistics, alarms, and events) for enhanced
traffic management, monitoring, and analysis ]

The Switch should support firmware upgrade using web, TFTP / FTP and console as
well. Switch should suppert Dual images for resilient firmware upgrades.

f. The Switch should support port mirroring and VLAN mirroring feature for analysis with
a network analyzer or RMON probe.

deployments

g. The Switch should support Text-aditable config files easier and faster mass

The Swiich shouid support minimum 8000 mac addresses and jumbo frames with a Frame
sizes up to 8 KB supported on Gigabit interfaces. N

r The swiich should operate on 220 -

|
| The switch should support minimum 16MR flash and 128 MB CPU memory ]
I

240 V AC with 50Hz power source. N

| The offered switch shotld meet following certification

EAL 2/3

UL-60950

CSA-22.2

CE Mark / ICES-003 / VCCH

oo

1

e. FCC Pari-15(CFR-47) Class A Certification .

'_S_w'tch shall support stacking.

" Switch should suppert basic reuting capabilities viz St
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L TRIAL DIRE 3:._@:
_ TRIAL DIRECTIVE
CS.No |

FOR NI'T WORK SWITCHE ES LAYF

Trial U:rr:«é

“The Offered Swilch m:oiﬁ_ have ?: Hmum 24 Por
0710071000 Base T ane! 4 Gigabit [R145 /S1TPY Ethernet
port. Each switch should be populated with 2 SIp
_madul ;Jmol_f:ﬁ&_:,_ch_o fiber Lonncetivity
¢ Swilch should st port non-blocking architceture
|with minimum switching  capacity of 56 GhpPs.

Offered switeh should SUpport o

; m ol lorwarding rate (64-Dyte packets).
L T =22 Lba-byte packets). — —
P 4y

_VE}_E._ Check for number of norts
& SFP modules

< :_<

#?lf. -
from product lechnical

I c:::;:: laver 2 mE;o_::c featu

i _supported by offered ﬂ.:\EEV:: day | -
g_ 4. Spanning Tree Lo 8020 Spanning Tree | View in 1 echnical guide and verily
Mrotocal (ST suppart lfeatures using Console / Web
‘ console |
Tmfm.fﬂg hw (Rapid — 7 TView in w_ljﬁwe_lg,u‘m-_ﬂw._‘hﬁ_c.mm.,._dﬁﬂl
H spanning Tree [RSTY 11 " Web

VILANsg ,,EE:L:Q:_?T [er
foul o 4096 VILAN
_CL

ng Console / Web
console & can be conligured

Wares u

i, 7:__|:1rf_::_::_r;, ce <F,< in Technical m:_ac and vor &uﬂ
80215 features using Console / Web
N | _ | console o e
b, Port erouping | j. f:E::_ for ] > dmﬂﬂd[_lrc:_:ci r:.:_c.,:a verify
802.3ad Link features using Console / Web
Aggregation Control consofe
| o _:Eccc_ :&: ') i o
! i Upto 8 groups View in Technical guide and verif 1
m features using Console 7 Wl
m A — \...nc:Wo_ln,J?lr,:: be conligured
| i, C_u o8 POLs | per group | View in Technical guide and <c:?
Fealures using Cansole / Weh
‘. B S T S console & can be conligured
\ ¢. VLAN i Support for up 0256 | View in Technjcal auide and ,A;ﬂwﬂi

il Port-hased and 802, Z View in _rrr:_n:_ ::ac aid <n,:?
~hase tagging features using Console / We eb
ro:ms_r & can be contivired

PV A1ew 1 Technical guide and <p

f‘
‘
_

; e L MAChased VLAN
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a%eﬂwpmmb

also be capable of fimiting the number of lez

MAC addresses

rhed

console & can be ro:rm:_oﬁ_

The Switeh should support RADIUS

authentication where switch functions as client,

View In Technical guide and verity
leatures using Console / Web
console & can be configured

:uﬁ:_,ﬁ CRPF)

d.

The Switch should support storm control for

Broadcast, multicast, and unknown unicast

.(.:

The Switch ¢

should support DoS attack

prevention

console & can be conligt

View in Technical guide and verify
features using Console / Welb

- ﬁm -
View in Technical guide and veri :<
leatures using Console / Web
console. ('an be tested by applying
Das attack using simulator

The Switch shouid support Access Control List
leature using which Dropping and rate limiting
can be m_o:r based on following

RPN

{TCG, DRD D)

1.

Source and Destination MAC

View in Technical guide and verify
features using Console / Web
console & can be configured

VLAN ID

View in Technical guide and verity

features using Console / Web
cansole & can be configured

Hi.

[ address

View in Technical guide and ver Q
features using Console / Web
console & can be configured

{A/C-IT, CRPE)

Anii lamboj
{SI/Tech-CRPF)

v,

Protocol

View in Technical guide and verify
features using Console / Web
consofe & can be configured

5.P.Singh
{lnsp/Comn,

Port

Vi,

Diflerentiated services code ¢ point

(DSCPYIP Precedence

View in Technical guide and verify
features using Console / Web

console & can be configured

View in ‘Technical guide and <£:z
features using Console / Web
console & can be configured
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1. The .7:‘_‘:

|
L

4 |
|

|

Dilferentiated Services

(DilTServ)

v,

The Switeh should support r:
using Ingress policer; Coress

and rate conlrol:
_und Mow based. o
The Offered switeh should support IPv6
standavd and 1Pve Mmanagement features (tom
;L., l.

tc:c:\_:: Management features should be
supported by offered switeh ch from day |
The otlered switch shouid he "<|r.‘_wﬁ It-in
swilch conliguration utility for
based device conliguration (1 FIP/HTY PS).

in web based utility should he
support configuration, system dashbourd,
ysleim maintenunce, and monitor
¢. The Switeh should support SNMP ve sions |
2ecand 3 with support for traps, and SNMP

version 3 user-based se zcurity model (LISM).
. o OISR SECITHY model (L

. The Switch should support remote
monitoring with Embedded RMON soflware
agent with support of 4 RMON :_::_uf
Chistory. siatistics. alarms. and eventsy lor
cnhanced teaftic management. moniloring,

- and analysis o

¢ he Switeh should support [irmware upgrade

using web, TETP / FTp and consaole us well,
Switeh should m:_u_uo: G:ﬁi tmages for
_cz ient :::EE

[ The Switeh should vc_u:o; _5: miry c:::
and VLAN mirroring feature for anzalysis
with a network analyzer or r RMON
The Switch should supporl Te

conlig files easi
;L::ﬁ:c:?

The Swilch

_::76

ext-editable
er and faster mass

I

hould support minimum 8000
addresses and jumbo frames vwith a ¢ FOUNG §
up o 9 K supported on Gigabit interlaces.

F _::_:::

s shaping
ser VLAN, per port,

sv hroawser-

features using Cansole / Web console &
can be configured
View in Technical guide and ver ity
features using Cansole / Web console &
_can Fﬁwc.:lrvm:rr_ e
View in Technical guide and ve erify
[catures using Console / Web console &

mac
SI7.0S

— —

erily
_C_:__o,_ using hc:uc_r !/ Weh console &
can rr confizured

View in Fechnical o ide
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