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Ser
No

Description of Requirements Compliance
(Yes/No)

Remarks

GENERAL

1 The proposed solution should
manager

have a central identity

2 The multi data centre authent
should be such that that the ses

ication/access capability
sion created at one data

centre should be synced and respected at a remote data
nce re h la rS n rof m a Iotected as topv pp
nCE ta d o ed ta teo c de a c tia no

3 DAP dose oe uti no hS uo d ah erop a L P D I c o hty
D cre o R e ac no a ab eti Sry to np a da nop

v
CO In me o de a ncep etr Sv

4 o u oti nJ hS ou d rov d n e a n nop th ros eo

ab S ad SS to Su rS a ti nopp

6

7

emented should offer customizable
landing page which can be accessible over Army Data
Network. User once authenticated, the landing page
should display the list of all applications authorized to him.
On choosing any application, the user should be directed
to that application with the correct credentials without

The solution impl

ha n o eS a tate S n ns p a hS UoY d lsa os p s
a ow u eS rS m na a e nOW a ntt ub hES es na s

SS ord d a S

hT ro So ed S oh u d bp p e ba e eaS m CSo S v
xe S nti ca oti nnteg s Ap p

Solutron should integrat,e
deployed over ADN (approx
websites and applications (p

all websites/ applicationi
500) - to incl static/ dynamic

redominantly web based)

8

I

Solution should h

Directory.
ave the capability to integrate with Active

The solution should run in Hi h Availabili (HA)
10 support integration with the applications

running across different web/ application sever which will
be hosted on different OS such as Windows/ Linux/
Solaris.

The sys software
accommodate the
applications.

Solution should

should be
changing

scalable to
users and

completely
Nos of

13

14

ave complete web based administration

Support for interoperabii
specifically Windows and Lin

ity with cross platforms
ux

System shall h

The edOS oS utiro no h uo d b F o omaDp na ce

IDENTITY and ACC E S M NAA E M NE T oFTWA ER
provider should be certi fying authority under CCA

module

Support SSL/ TLS of latest version

11

12

16

_h-.-
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TECHNICAL SPECIFICATION

maintai

(sso)
control of

Thelogin/
to g

contact etc.

solution
withrate



Solution should have undergone third party Vulnerability
Assessment and Penetration Testing (VAPT) and proof of
audit certificate should be produced

18 IDENTITY MANAGEMENT SOFTWARE
19 Management of ldentity profiles should be central with a

SI ngle repository of identity data

20 Entire management of identities should be web based
Solution should be able to create, update, and delete user
accounts across the enterprise environment both
manually and automatically.

The solution should enable assignment of users to single/
multiple roles.

The solution should have a workflow for provisioning/ de-
provisioning of identities.

24 Solution should provide a graphical interface that allows
creating and managing workflows.

25 Solution should automatically route access requests of
users for approval to the destined administrator.

26 Solution should have ability to delegate approval authority
to another person.

Solution should have ability to escalate a request to an
alternative approver if the allotted time elapses.

28 Provisioning solution should provide
approver to provide comments.

capability to the

29 Should support withdrawal of non-a pproved requests
30 Solution should be able to generate un ue user lDs

Should integrate with PKI to complete user creation
process.

Solution should provade auto requisition of PKI token
personalization for new users being created

Should support provisioning/ de-provisioning on joining/
movement of personnel on transfers and temporary
assignment of roles.

34 Solution shou ld provide delegated administration
Solution should be able to deflne delegated administration
by way of both administration (which users, which
resources) and capabilities (full account administration,
password admrnistration only, etc.).

Solution must support web-based self-service in terms of
changing passwords, resetting forgotten passwords
retrieving forgotten user login etc

Jb

Solution must allow users to view their profile and the
resources and the corresponding entitlements they have
got access to.

Must have capability to provision user accounts to target
systems and applications.

Must have out-of-box connectors available for target
systems to carry out user provisioning and reconciliation
operations.

-b,' V*" tvq r /*
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31

37
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20
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40 The proposed solution

Authentication based on

should more then 15

policies defined

Factors of

lopment framework to extend

support to additional target systems for which out of box

connectors are not available

Should have connector deve41

ed nefion tla rSoda Sma owtoca baa ehh tduo p ity
ncl du Seth tard oswoaSrcedn nfo cypp

m len thm n umek sru
a OW Sad SIarn fte pwa

43 Should support comPlex Passwo
maximum repeated characters, minimum numerlc

characters, alphanumeric characters, uppercase &

lowercase characters etc

rd rules including

Should support validation of password provided against

the defined password policy
44

45 As part of forgotten

support to challenge
questions that must

user creation or self-

whose password is being reset must be notified of this

password, the solution should have

the user for security answers to the

have been configured at the time of

registration. The manager of the user

password reset

allow users to manage their own

sswords
Solution should46

47

iffe

um erdwo foSSSa pah ba tohS uo d pty
eb I ofthe un med ucetoa umSAthteS Smv

ue ISEm be ed thb emrrdwo toSd rent SS byap

n e ccesSuSS chord aaof sdrtoSuoh u d ptypp
ke me aS Io SIU ntoS re eufa u Sre ta u sq

Users should be able to update personal

such as address, cell phone number, etc
attribute

information,
49

Solution should Provide a based front-end for helP-

desk administrators to use

web50

Solution should Provide a Passwo rd exclusion list and

allow restriction of using old passwords

Solution should suPport Role Based Access Control

(RBAC)
52

Solution should report on who had access to what on a

given date

54 Solution should suPport the

policies (eg. SeParatton of D

creation of custom audit

uties) that can be aPPlied

during access scans

48

\o a YL
*

password comPosition

minimum password age-

passwords

global

expires,

synchronize

to

mechanisms
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7
Solution should support reporting grouped by the

following:
by administrator (accounts created, accounts modified,

accounts deleted, password changes, complete audit

history per administrator, administrative capabilities per

administrator)
1. By platform or application (users per platform,

provisioning history per platform, who performed the

provisioning actions on target platform)

2. By workflow (requests made by user, requests

approved by approver, requests denied by approver,

requests escalated, delegation of approvals including to

whom and for what period of time)
3 By user (audit

history per user, accounts/privileges by user, self-service

activi user

56 Should support reports related to access policy, request,

certification, approval, role, organization, password,

resource & entitlement, user.

57 Should support reports like list of all the rogue accounts

existing in a resource, list all orphaned accounts etc

58 Should support SSL/TCS digital certificate based secure

encrypted communication

59 Solution should not impose a physical or logical limitation

on creation of number of users, while concurrency factor

will drive the proposed hardware.

60 Solution should have the capability

applications for single factor as well

authentication.

of
AS

configuring
multi factor

61 The solution should support all types of web browsers like

Microsoft lnternet Explorer, Google Chrome, Mozilla

Firefox, etc.

ot
Should have capabili to rovide centralized I outbJ

b4 Must support integration with PKI Technologies to support

certificate based authentication

PKI and Digital Certificates is madatory requirement for

Ensure Legal Non-Repudiation
65

66 lidationMust support OSCP based live certification va

from the CA Authority under CCA

67 Should support Certificate Validation against CRL Export

Dump

Must give administrators complete visibility and control

over real-trme user session data including ability to search

for and terminate specific sessions

69 Must support delegated administration at each datacenter

location to have visibility on local users

70 Should allow administrators to enforce constraints on

session lifetime idle timeout max number of concurrent

sessions

A(h- )-f
-*-.-
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55

ACCESS MANAGEMENT SOFTWARE

68

Y
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Should be compatible with a variety of web/app servers

including Apache, llS, IBM HTTP, Oracle HTTP, Node JS,

Tomcat, Jboss, Web logic, Web sphere

72 Should have support to log authentication success and

failure

73 Behavioral and Risk based Parameter Detection for
user-login to provoke authentication layers in line with

real-time adjusted risk profile.

74 ldentity and Access Management Software provider

should be certifying authority under CCA.

Support SSU TLS of latest version

HCI Server

77 Hyper-Converged Solution for Cloud

The bidder shall propose Hyper

Converged lntegrated System from
vendors placed in the leader's wave
in the Forrester Wave (or equivalent)
: Hyper converged lnfrastructure
(HCl). (The bidder will submit the

supporting documents for the
proposed solution listed in The
Forrester Wave Report.)

(a) Analyst Ratings

(b) Analyst Ratings The bidder shall propose Hyper

Converged lntegrated System from

vendors placed in the leader's
quadrant in the Gartner Magic

Quadrant (or equivalent) report

latest. (The bidder will submit the
supporting documents for the
proposed solution listed in Gartner
Magic Report latest)

Benchmarks Should have a Validated by Login

VSI Benchmark for Cloud for both

Citrix Xen Desktop and Vm ware

Horizon View environments.

(c)

7B HARDWARE AND PERFORMANCE REQUIREMENTS

The offered appliance shall be

based on modular building blocks of
up to one compute node. Each
block shall be built using a 2U

modular chassis / enclosure housing

the compute with respective storage

capacity. Each of the Server nodes

should be individually serviceable,
without shutting down the other
Server nodes

Offered Hyper-

Converged
Capacity

v6
(^or

Y

71

75

76

(a)

f,
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(b) Hardware

Support
Solution must be x86 infrastructure agnostic
and available to be deployed on a choice of
atleast 3 server OEMs

Hyper-
Converged
lnfrastructure

Proposed solution must be based on
converged lT infrastructure platform that
integrates storage, compute, networking,
hypervisor, real{ime deduplication,
compression, and optimization along with
powerful data management, data protection,
and disaster recovery capabilities in a

standard x86 server building block.
(d) Functionality Proposed hardware must be capable to

Deduplicate, Compress & Optimize ALL data
inline, jn real{ime, across all storage tiers:
All handled with fine data granularity of 8KB
data blocks

(e) Hardware
Specifications

(f) Resiliency Proposed solution must be able to support
multiple polnts of failure with no loss of
function or data.

During a single component failure (of any
type) production services are not affected /
degraded in anyway
Solutron will be deployed as a stretched
cluster with Zero RTO. Solution should
support stretched cluster deployment in a

near site metro DC deployment.

Each node should have dedicated non-
shared dual-PSU's and should be able to
sustain single power supply failure. Solution
should not utilize micro-server architecture
with shared PSU's and other components.

Must be able to sustain minimum of
simultaneous 1-HDDs failures in each node
of a cluster and across all nodes in the
cluster without DU/DL

Must be able to sustain one node failure in

the cluster
Must be able to sustain 1 NIC port failure

+ ).V q 
ry" 

a-

(c)

Each Compute Block must come with the
following specifi cations.
Dual lntel lntel@ Xeon@ Gold 5120
Processor or higher
Use of All SSD Drives for Caching and
Persistent storage. Minimum 5-1.92T8 SSD
for data storage
Minimum 256GB of DDR4 RAM at 2400 Mhz
or above
2-4OGbE NIC

Must be able to sustain minimum of
simultaneous 2-HDDs failures per node
without DU/DL
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(s)

SOFTWARE AND FUNCTIONALITY REQUIREMENTS

The proposed solution must be able to

provide enhanced functionality by including

the following available without compromise

in function or performance in both Hybrid

as well as All Flash Nodes:

Global dedupe, compression and

optimization with minimum impact to
production workloads and guaranteed CPU

and RAM available to user a lications
policy-based

WAN-optimized data protection for VM

m obil

Unlimited real time data Deduplication

Function - licenses lncluded

Unlimited real{ime data Compression

Function -licenses lncluded

Unlimited capacity Backup Function-

lncluded
include licenses for multi-site

ents of atleast 3 sitesd

Should

Common
Features
lncluded

Proposed solution must be able to support

the following Global Unifled Management

features

VM-centric management through a single

Programmatic interface to enable

automated tasks like failover / failback

The ability for a single administrator to

manage all aspects of the HYPer-

convergence from within the Virtualization

Mana er for all sites

Leverage existing investment of servers for

hosting VMs and applications while taking

advantage of the functionality of the

solution

Global Unified
Management

Globally manage Backup Policies per

(h)

Proposed solution must be able to support

the following VM-Centricity and Mobility

feature
Backups for specific VMs

Ability to Move specific VMs between

datacenters
Cloning specific VMs

VM-Centricity
and Mobility

VM-level backup instead of forcing
protection at the datastore or protection

domain level

o
Cr>- ).

6 Yh

VM-centric
backup/recoverv/DR

pane of qlass via the virtualization manager

Datastore or per VM

0)

,
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(k) Proposed solution must be able to support

Data Protection featuresthe followin

Backup functionalitY as a feature instead of

arate server / software licensea

Backup must be an indePen

source Virtual Server and
dent copy of

must allow

restore of deleted or corruPted source

Virtual Server

Backup to disk furrctionality as a feature

instead of a se rate license or a liance

Replication across sepa

a feature instead of a

rate datacenter as

separate server /

softlvare license

Replication across sePara

should be oPtimized with minimum

additional overheads. Data should not

need to be rehydrated before being

te datacenters

transferred to tar et datacenter

The ability to carry sl

directional rePlication

multaneous out bi-

between two data

The ability to rePlicate AnY{o-

tvlesh Data Center deployment

Any in a

of more

than 3 DC's
Ieuk oCban pcyefidto p pabhT ty

cfiecrSrS ourotoS re aatad

Data Protection should have RPO of 10

minutes for local backu s

The ability to execute backup tasks during

office hours without impacting to production

workloads
Data loss protection agains

2 simultaneous local hard disks failures per
t a minimum of

node

Data loss Protection against a m

1 simultaneous local hard dtsc fai

inimum of
lures in all

nodes of the cluster

Data loss Protection agains t single node

failure in cluster

Data
Protection

The proposed s le tobabum tSno utio
it u ot SCdaurtsoreovide backu

uS rtbla toeSu bet popmU oti nsed oP oop
COVCeata RDnfo ow

Data
Recove

(t)

Data recoverY should

source Virtual Server

be indepent of

Solution should Provide a

to allow any Virtual Server
backup catalog

to be recovered

oint-intimeto an S ecific

Data recovery Process shou ld be simPle

an RTO in minuteswith

t_.--
0-r'd- * t \C1 ? Y

centers

of

for

featuresthe
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)m Disaster
Recovery

Proposed solution must be able to support

The solution must provide a simple failover

eration
The solution must allow creation ofa
Runbook to automate recovery of Virtual

Servers
The solution must allow changing of lP

address of recovered Virtual Servers to

match ta et datacenter

The solution should allow changing Virtua I

Server settings (example vCPU, vRAM,

VMSwitch if re uired

The solution must allow the option to test

DR failover to separate network with no

impact to production workloads

The solution should have feature to assist

in failback rocess to Prima datacenter

(n) Private Cloud
License

The Proposed solution must be offered

with cloud-ready operating system that is

rdeal for highly virtualized and software

defined
datacenter environments.

It must include Shielded Virtual Machines,

software defined networking, Storage

Spaces Direct, and Storage RePlica;

customers receive rights to unlimited

eratin tem Environments OSEs

The proposed solution must Provide

following features:

Computing environment. The virtual

machine includes the same basic parts as

a physical computer, such as memory,

processor, storage, and networking.

Disaster recovery and backuP,

ft- )r* 6 Y/^

the followinq Disaster Recovery features

Optimization.
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Solution must have features such as live
migration, storage migration, and
imporUexport to move or distribute a virtual
machine.

It must offer a remote connection tool for use
with both Windows and Linux

The solution must give virtual machine direct
and exclusive access to some PCle hardware
devices. Using a device in this way bypasses
the virtualization stack, which results in faster
ACCESS,

The solution must prevent a virtual machine's
excessive activity from degrading the
performance of the host or other virtual
machines.

A virtual machine can be used as a host and
create virtual machines within that virtualized
host.

The solution must have option to set up
Remote direct memory access (RDMA) on
network adapters bound to a virtual switch,
regardless of whether switch embedded
teaming (SET) is also used.

The solution must have features to make it
harder for virtualisation administrators and
malware on the host to inspect, tamper with,
or steal data from the state of a shielded
virtual machine.

79

(a) Architecture
Shall be 19" Rack Mountable
The switch should have dual holswappable power

supplies

1 RJ-45 serial console port

1 RJ-45 oulof-band management port

Should have minimum 2GB SDRAM and 512 MB flash
and 13 MB Packet buffer size

nrL>€ Y9---

The solution should have Secure boot and
shielded virtual machines that protects

against malware and other unauthorized
access to a virtual machine and its data.

Core Switch

Switch shall have minimum 24 x 1110G SFP+ ports,
populated with 8x10G SR,8x1G SX and 8x1G BaseT

transceiver.
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Shall have switching capacity of minimum 480 Gbps

Shall have up to 350 million pps switching
throuqhput
The Switch should support minimum 64000 MAC

address
(b) Software Defined Networking (SDN) Capability

OpenFlow protocol capability to enable software-
defined networking

(c)

The switch should support HTTP redirect function

The switch should support User role to defines a set
of switch-based policies in areas such as security,

authentication, and QoS. A user role can be

assigned to a group of users or devices, using

switch configuration

Quality of Service (QoS)(d)

The switch should support Advanced classifier-
based QoS to classifies traffic using multiple match

criteria based on Layer 2, 3, and 4 information and

apply QoS policies such as setting priority level and
rate limit to selected traffic on a perport or per-

VLAN basis

The switch should support Layer 4 prioritization to
enable prioritization based on TCP/UDP port

numbers

The switch should support Class of Service (CoS) to

set the IEEE 802.1p priority tag based on lP

address, lP Type of Service (ToS), Layer 3 protocol,

TCP/UDP port number, source port, and DiffServ

The switch should support Port-based rate limiting to
provide per-port ingressJegress-enforced increased
bandwidth

The switch should support Classifier-based rate

limiting to use an access control list (ACL) to enforce
increased bandwidth for ingress traffic on each port

The switch should support Reduced bandwidth to
provides per-port, per-queue egress-based reduced

bandwidth
The switch should support Remote intelligent
mirroring to mirror selected ingress/egress traffic

based on an ACL, port, MAC address, oTVLAN to a

local or remote switch anywhere on the network

The switch should support Remote monitoring
(RMON), Extended RMON (XRMON), and sFlow v5

to provide advanced monitoring and reporting

capabilities for statistics, history, alarms, and events

The switch should support Traffic prioritization allows

real{ime traffic classification into eight priority levels

that will mapped to eight queues

b

Features

\

V
ftr-$ d
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(e) Management
The switch should allow assignment of descriptive
names to ports

The switch should support IEEE 802 1A8 Link Layer

Discovery Protocol (LLDP)

The switch should leverage RADIUS to link a custom list

of CLI commands to an individual network administrator's
login for an audit trail documents activity

The switch should support Multiple configuration files to
store easily to the flash image

The switch should support Dual flash images to provide

independent primary and secondary operating system
files for backup while upgrading

The switch should have Oulof-band Ethernet

management port to enable management over a
separate physical management network and keeps

management traffic segmented from network data traffic

The switch should support Unidirectional Link Detection
(UDLD)

(0 Connectivity
The switch should support Jumbo frames on Gigabit
Ethernet and 10-Gigabit Ethernet ports

The switch should support follwing lPv6 feature
lPv6 host: enables switch management in an lPv6
network

Dual stack (lPv4 and lPv6): transition lPv4 to lPv6,

supporting connectivity for both protocols

MLD snooping: forward lPv6 multicast traffic to the

appropriate interface

lPv6 ACL/QoS: support ACL and QoS for lPv6 traffic

lPv6 routing: support static, RlPng, OSPFv3 routing
protocols

6in4 tunneling: support encapsulation of lPv6 traffic in

lPv4 packets

Security: provide RA guard, DHCPv6 protection, dynamic

lPv6 lockdown, and ND snooping

Performance(s)

The switch should support Selectable queue

configurations to allow for increased performance by

selecting the number of queues and assoctated memory

buffering that best meet the requirements of the network

applications
The switch should support Energy-efficient Ethernet
(EEE) support: reduces power consumption in

accordance with IEEE 802.3a2

Resiliency and high availability(h)

The Switch should support stacking up to I Switch and

support up to 336 Gb/s of stacking throughput. The

Switch support Ring, chain, and mesh stacking
uired from day-1topologies. Stacking not req

rb ).V Yg---



The Switch should support Virtualized switching to
provide simplified management as the switches appear

The switch should support Virtual Router Redundancy

Protocol RP

The switch should support Nonstop switching and routing

The switch should support IEEE 802.3ad Link

Aggregation Protocol (LACP) and support up to 144

trunks, each with up to 8 links (ports) per trunk

The switch should support IEEE 802.1s Multiple

Spanning Tree

The switch should enable loop-free and redundant

network topology without using Spanning Tree Protocol;

allows a seryer or switch to connect to two switches

using one logical trunk for redundancy and load sharing

The switch should provide easyto-configure link

redundancy of active and standby links

(r) Layer 2 switching
The switch should support IEEE 802 1ad QinQ

The switch should support VLAN and tagging and

support the IEEE 802.'lQ standard and 4096 VLANs

simultaneously

The switch should support IEEE 802.1v p rotocol VLANs

The switch should support MAC-based VLAN

The switch should support Rapid Per-VLAN Spanning

Tree (RPVST+)

The Switch should dynamically load balances across

multiple active redundant links to increase available

aggregate bandwidth and allow concurrent Layer 3

routing

The switch should support GVRP and MVRP

(k) Layer 3 services
The switch should support Loopback interface address

The switch should support Route maps

The switch should support User datagram protocol

(UDP) helper function

The switch should support DHCP server

The switch should support Bidirectional Forwarding

Detection (BFD) to enable link connectivity monitoring

and reduces network convergence time for static routing,

OSPFv2, and VRRP
(l) Layer 3 routing - Should support from Day -1

The switch should support Static lP routing for both lPv4

and lPv6 networks

The switch should support OSPFv2 for lPv4 routing and

OSPFv3 for lPv6 routing

13

Y\s q
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as a sinqle chassis when stacked
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The switch should su port Polic -based routin

The switch should support Border Gateway

BGP

Protocol

The switch should support RlPvl, RlPv2, and RlPng

routin

Secur
The switch should sup ort Source- ort filterin

rt RADIUS/TACACS+The switch should su

ort Secure shellThe switch should su

ort Secure Sockets LaThe switch should su I SSL

rt Port securiThe switch should su

rt MAC address lockoutThe switch should su

ort Detection of malicious attacksThe switch should s

ort Secure FTPThe switch should su

The switch should support Switch management logon

secun

The switch should support Secure management access

to deliver secure encryption of all access methods (CLl,

h SSHv2, SSL, and/or SNMPv3GUl, or MIB) throug

rt ICMP throttlinThe switch should sup
-driven ACLrt ldentiThe switch should su

rotectionort STP BPDUThe switch should su ort

The switch should su ort D namic lP lockdown

rotectionrt DHCPThe switch should su

amic ARP rotectionThe switch should su rt

uardort STP rootThe switch should su

The Switch should secure management interfaces suc

as SNMP, Telnet, SSH, SSL, Web, and USB at the
h

desired level

The Switch should display a customized security policy

when users I

ort CPU rotectionThe switch should su

The switch should provide filtering based on t

source/destination lP address/subnet and

source/destination TCP/UDP port number on a per-VLAN

he lP field.

or ort basis
ort IEEE 802.'1XThe switch should su

The switch should su rt Web-based authentication

The switch should su ort MAC-based authentication

authenticates client with the RADIUS server base

clients MAC address

don

The switch should support Concurrent authentication

modes to enables a switch port to accept up to 32

sessions of 802.1 X. Web, and MAC authentication

rt Private VLANThe switch should su
.)

(Tr- $ Yaj,-

(m)

in to the switch
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n Convsrgence
The switch should support lP multicast snooping (data-

driven IGMP)

The switch should support LLDP-MED (Media Endpoint
Discovery)

The switch should support lP multicast routing including
PIM sparse and dense modes to route lP multicast traffic

The switch should support Auto VLAN configuration for
VOICE

The switch should support RADIUS VLAN

The switch should support Local MAC Authentication to
assign attributes such as VLAN and QoS using locally
configured profile that can be a list of MAC prefixes

(o)

Shall support IEEE 802.3a2 Energy-efficient Ethernet
(EEE) to reduce power consumption

Operating temperature of 0"C to 45'C
Safety and Emission standards including EN 60950; IEC

60950; VCCI Class A; FCC Class A
(p) Warranty and Support

The below Warranty shall be offered directly from the
switch OEM.

Software upgrades/updates shall be included as part of
the warranty

80

General Requirements

(a) Network security appliance should support "Stateful"
policy inspection technology. lt should also have
application intelligence for commonly used TCP/lP
protocols like telnet, ftp etc.

The proposed vendor must have a track record of
continuous improvement in threat detection (lPS) and

must have successfully completed NSS Labs' (or

equivalent) NGFW Methodology v7.0 testing with a
minimum exploit blocking rate of 99%

(c) OEM should be in Leaders quadrant of Gartner's(or
equivalent) - in Enterprise Firewall Magic Quadrant as
per the latest report

(d) Appliance shall be ICSA certified for Firewall, IPS &
Gateway Anti Virus functionalities

B1

'14 x'tGE RJ45 inbuilt interfaces,'12 x 1GE SFP

interface slots from day one

(a)

The Appliance should have USB & Console Ports(b)

fr-Y--

rt) rct- Y

Environmental Features

UTM

(b)

Hardware & lnterface requirements
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82 Performance and Availability

(a) The Firewall should be on multiprocessor architecture
with minimum 2OGbps of Firewall throughput & support
of 3,500,000 concurrent sessions, and 200,000 new

sessions per second from day one and Firewall

Latency should not be more than 3ps
(b) lrilinimum IPS throughput of 4500 Mbps for real world

traffic or enterprise mix traffic
(c) Minimum Threat Prevention Throughput (measured

with Application Control and IPS and Anti-Malware

enabled) of 3000 Mbps for real world traffic or

enterprise mix traffic
(d) lPSec VPN throughput minimum 10 Gbps
(e)

(0 Proposed solution must support minimum 3.2 Gbps of
SSL lnspection throughput

(s) Proposed solution must support minimum 10 virtual
firewall from day one

a,) Routing Protocols
(a) Static Routing

(b) Policy Based Routing

(c) The Firewall should support dynamic routing protocol

like RlP, OSPF, BGP, lSlS
84 Firewall Features

Firewall should provide application inspection for
LDAP, SIP, H,323, SNMP, FTP,SMTP, HTTP, DNS,

ICMP, DHCP, RPC,SNMP, IMAP, NFS etc

(b)
lPv6-enabled inspection services for applications
based on HTTP, FTP, SMTP, ICMP, TCP, and UDP

(c)

Allows secure deployment of next-generation lPv6
netvvorks, as well as hybrid environments that require

simultaneous, dual stack support of lPv4 and IPv6

(d)
The firewall should support transparent (Layer 2)

firewall or routed (Layer 3) firewall Operation

(e)

(0
Firewall should support link aggregation functionality to
group multiple ports as single port.

(s) Firewall should support minimum VLANS 2048

Firewall should support static NAT, policy based NAT

and PAT
(h)

0) Firewall should support lPSec data encryption

(k)
It should support the lPSec VPN for both site-site and

remote access VPN

(t)

Simultaneous VPN tunnels: 1000

(a)

The Firewall should support ISP link load balancing.

Firewall should support lPSec NAT traversal.

-Y-' [.0a. ).*4 f
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/ (m)
Support for standard access lists and extended access

lists to provide supervision and control

(n)
Control SNMP access through the use of SNMP and

MD5 authentication.

(o)
Firewall system should support virtual tunnel interfaces
to provision route-based lPSec VPN

(p)
The Firewall should have integrated solution for SSL
VPN

(q)

Should support LDAP, RADIUS, Windows AD, PKI

based Authentication & should have integrated 2-

Factor Authentication server support & this two factor

authentication can be used for VPN users for

accessing internal network from outside and for Local

users accessing internet from inside the network and

for administrative access to the appliance or all of them

(0
The solution should have basic server load balancing
functinality as an inbuilt feature

Licensing should be a per device and not user or lP
based (should support unlimited users)

(s)

OE lntegrated IPS Features Set

(a)
IPS should have DDoS and DoS anomaly detection
and protection mechanism with threshold configuration

(b)
Support SYN detection and protection for both targets
and IPS devices.

The device shall allow administrators to create Custom
IPS signatures

(d)
Should have a built-in Signature and Anomaly based
IPS engine on the same unit

(e)
Signature based detection using real time updated

database & should have minimum 10000+ IPS

signature datatase from day one

Supports automatic security updates directly over the
internet. (ie no dependency of any intermediate device)

(f)

(s) Signature updates do not require reboot of the unit

(h)
Configurable IPS filters to selectively implement

signatures based on severity, target (clienUserver) and

operating systems

IPS Actions: Default, monitor, block, reset, or
quarantine

(k) Should support packet capture option
(t) lP(s) exemption from specifled IPS signatures

(m) Should support IDS sniffer mode

Ce- g.rY q
-!--'-

(c)
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86 Antivirus & AntiBot

(a)
Firewall should support antimalware capabilities,
including antivirus, botnet traffic fllter and antispyware

Solution should be able to detect and prevent unique

communication patterns used by BOTs i.e. information

about botnet family

(b)

(c)

Should have antivirus protection for protocols like

HTTP, HTTPS, IMAPS, POP3S, SMTPS protocols etc.

(e)
Solution should have an option of packet capture for

further analysis of the incident

Solution should uncover threats hidden in SSL links

and communications

The AV should scan files that are passing on CIFS
protocol

(h)
The proposed system shall provide ability to allow,

block attachments or downloads according to file

extensions and/or file types

The proposed system should be able to block or allow

oversize file based on configurable thresholds for each
protocol types and per firewall policy.

87 Other support

(a)
Should support features like Web-Filtering, Application-

Control & Gateway level DLP from day one

The proposed system should have integrated

Enterprise-class Web Content Filtering solution with

database which should support over 250 million

webpages in 72+ categories and 68+ languages

without external solution, devices or hardware

modules.

(b)

(c)

Should support detection over 3,000+ applications in

multiple Categories: Botnet, Collaboration, Email, File

Sharing, Game, General lnterest, Network Service,

P2P, Proxy, Remote Access, Social Media, Storage

Backup, Update, Video/Audio, VolP, lndustrial, Special,

Web (Others)

(d)

The product must supports Layer-7 based

UTM/Firewall virtualization, and all UTM features

should be supported in each virtual firewall like Threat

Prevention, lPS, Web filter, Application Control, content

filtering etc.

L fk-- _!- Y
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Solution should be able to block traffic between
infected host and remote operator and not to legitimate

destination

(d)

(0

(s)

0)

ffr
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The solution should have the flexibility to write security
policies based on lP Address & User Name & Endpoint

Operating System
(e)

(0
QoS features like traffic prioritization, differentiated

services,. Should support for QoS features for defining

(s) It should support the VOIP traffic filtering

(h) Appliance should have identity awareness capabilities

The firewall must support Active-Active as well as

Active-Passive redundancy.
(i)

(k) Solution must support VRRP clustering protocol

88

(a)
Support for Built-in Management Software for simple,

secure remote management of the security appliances

through integrated, Web-based GUI

Support accessible through variety of methods,

including console port, Telnet, and SSHv2

Support for both SNMPv2 and SNMPv2c, providing in-

depth visibility into the status of appliances.

(d)

Should have capability to import configuration and

software files for rapid provisioning and deployment

using Trivial File Transfer Protocol (TFTP), HTTP,

HTTPS

(e)
The solution should have option for firewall configuration
audit & compliance check to be done in automated or

manula process

(0

(s)
Solution must allow administrator to choose to login in

read only or read-write mode

89 Lightning Protection System

(a)
The Lightening protection should have radius of
protection of 79 meters in Zone-l at 5 mtr height.

The Lightening Arrestor Should have profiled, in

alterable and good conductor structure to generate a
forced air circulation at its tip and in prolonged (Venturi

System) air intakes and peripheral ejectors.

(b)

The Lightening should have mechanical stimulation

system, no battery or electronics is to be used.
(c)

(d)
Lightening Arrestor should be equally effective of both

positive and negative lightning strikes

L o

Y-h_-
4

the QoS policies.

Management & Reporting functionality

(b)

(c)

Should capable to provide a convenient method for

alerting administrators when critical events are

encountered, by sending e-mail alert messages to
administrator defi ned e-mail addresses

fldr ]



(e)

The necessary fixing bracing PCC/grouting above the

buildingiinstallation with testing commissioning to entire

satisfaction of E ineer- in 
-cha

(fl
The installation of the system shall be carried out under

the supervision of certified trained engineer from OEM of

lete all as specified and directedcom

The certified Engineer have to produce the Certificate o

Certified Engineer from OEM and having knowledge ot

I nternational Standards.

f
(s)

(h)

Supply and installation of gun metal elevation ro

long from OEM with necessary bracing clamps, drilling, 1

fixing and grouting arrangement etc complete all as

d 2 mtrs

S cified and directed

(l)

Supply and laying underground LT cable PV

PVC sheathed copper conductor single core,7O sqmm

with necessary connection, laying, clipping on insulated

C insulated,

ds, saddles all as s ecified and directed

(k)

Should provide M&L for Gel compound earthing wi

earth enhancing compound with 25kgs including copper

earth strip of size 25x3 mm with necessary clipping on

insulated pads/saddles with earth pit to minimum

th

resistance value com lete all as s ecified and directed

90 Network Traffic Manager

BANDWIDTH CONTROLLER

An additional device for bandwidth contro
provided along with the system' The features are as

I should be

follows.
(i) The system should ensure reliable

performance for network dependent

a lications

(ii)The system should reduce the impact of

non-strategic traffic, and diagnose and resolve

network problems

(iii) The system should identify and control

bandwidth hogs so that network

administrators can identify problem users,

applications and websites and apply

automated policies to limit or prevent

bandwidth allocation.

(iv) The system should have the feature to

easily monitor recreational traffic like video

streaming and P2P sharing.

General
Features

A

Cdz- 6
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Technical
Features

(i) Real-time Monitoring: The system
should monitor the health of network in real

time and give insight about how applications
are performing, bandwidth consumed by
users, applications across the network

(ii) Policy-Based Shaping: The system
should have the feature to prioritize how and
when users, applications and websites can
consume bandwidth on network.
(iii)lnteractive Analytics:
dashboard feature should be

lntuitive

there to
by all users

(iv)Application Acceleration: The system
should support acceleration and caching
features.

(v)Predictive Recom me n d ations: The
system should have the feature to study the
patterns and trends in the network and
automatically make suggestions to repair
and improve network performance.

(vi) QX Boost for Skype application:
lmprove the quality of experience For
voice, video and application sharing. QX
Boost for Skype for Business correlates
Skype@ call data with network information to
provide a complete end{o-end view of your

call traffic, down to the Device level.

Hardware
Features

(i)Traffic shaping and Acceleration

(a) Shaping Throughput - 1 Gbps

(c) Packets per second: - 200,000/s

(d) New Connection Rates: - 10,000/s

(e) Acceleration Throughout: - 30 Mbps

(0 Edge Cache Throughput: - 50 Mbps

(S) Optimized Connections: - 6,000

(h) APS Objects 250

(i) SLA Objects 250

U) PDF Reports 60

(k) Traffic Policies 1024

(ii) lnterface Capability
(a) The system should have

based dedicated console
management purpose.

1 x RJ45
port for

frn **q

visualize activities

(b) Concurrent Flows: - 22O,OO0

Y4--b_-
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(b) The system should have at least 3 x 1G

fo

SSa br d e Ipby
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ETERSSYSTEM PARAM

Speech band 300 to 3400 Hz
Modulation Pulse Code Modulation
No. of channels
per system

(30 speech channels,
1 terminal Signaling and .1

c. Channel

uencf
Sampling 8000 Hz

sampleNo of
bits

8 per channel

perTotal bits
frame

256

Bit rate 2048 Kbps t 50 ppm
Construction

and Architecture
assis based modular

multiplexer shelf capable
of supporting minimum .12

slots for integration of
data, voice, fax and LAN
traffic

Ch

Universal Slots slots (other than for
power and control) should
be universal i.e. capable
of accepting any type of
voice/data/fax card
manufactured by the
same OEM.

Ail

B

Add-Drop

Drop

Function

or
lnsert

a) Should be abte to add-
drop/drop-insert voice
and data at channel (64
kbps) multiple channel
(nx64 Kbps) and at E1.
b) Add-drop shoutd be
software configurable by
user in the field

("dr 
-)t fr

(Copper) and

additional
future

U

22W3A,

Environment.(c) cel cel,

9..-



Digital Cross
Connect
function

a) lt should have an inbuilt cross connect
facility on the same equipment
b) Cross Connect : lt should be able to map
the following voice interfaces:
i) E1 to E1

ii) E&M (two wire or four wire) to el and vice
VETSA

iii) FXO/FXS to E1 and vice versa
c) Add-drop should be achievable by
sofhrare by user in the fleld

Redundancy Dual controller, dual power with load sharing

Protection '1 for 1 protection , El , Tl , FOM

PDH ring protection, QEl, QT1, FOM, Mini
QE1,3El for DSO SNCP protection

Management Console, Telnet, SNMP, and ln band

management support

Craft interface port for connection to external
LCD display

Compatible to a SNMP based GUI network
management system

No. of Slots Should have 16 or more hot plug-in slots
with capability to support following cards.

Single E1/Quad El (G.703y Mini-Quad
E'l/3.E1 card-DsO SNCP protection

x.21 A/ 35/RS232/ErA530

2W4W E&IVI

Q FXO/Q FXS/1 2 F Xo I 1 2F XS I 24F XO/24FXS

10/100 Base-T Router Card

214 channel G.SHDSL card

8-channel Dry Contact l/O

Magneto lnterface Card

TDMoE

Combo
u plin k

( TDM over Ethernet) with 2

GigaBit (GbE) interface for lP

c lnterface Support: - The system shall support below
mentioned interfaces/Cards.

AA.JL rL
o

6

Network Line lnterface-El should complv with the
followinq specifications:-

P



24

Number of ports 1El l4E1 t3E1

Line Rate

Line Code AMI or HDB3

lnput Signal ITU G,703

Output Signal rTU G.703

Framing tTU G.704

Connector BNC/RJ48C , DB25S for Mini Quad E1

Electrical 120 ohm twisted pair

Jitter rru G 823

Number of ports 2 LAN ports, Max. 64 WAN ports, Each

WAN port has data rate n x 64K bps, 1< n

=32 (< 4Mbps for total

of all 64 WAN ports

Physical lnterface 10/100 BaseT x 2

Connector RJ45

Routing protocol RIP-1, RIP-ll, OSPF, Static

Supporting
Protocols

PPP (IPCP/BCP), MLPPP, HDLC, FTAMC

Relay, and Cisco compatible HDLC,

NAT/NAPT, DHCP

Diagnostic Ping, Trace route

QoS Rate limit

8- 10/100 Ethernet Router Card with capabilitv to handle

64 WANS

Number of ports 8 LAN ports, Max. 64 WAN ports. Each

WAN port has data rate n x 64K bps.

Physical lnterface 10/100 BaseT x 8

Connector RJ45

Routing protocol RIP-|, RIP-ll, OSPF, Static

Supporting
Protocols

PPP (IPCP/BCP), MLPPP, HDLC, Frame

Relay, and Cisco compatible HDLC,

NAT/NAPT, DHCP

Diagnostic Ping, Trace route

QoS Rate limit

l--.-
fd?. 1, Y4*

\"

6

2.048 Mbps t 50 ppm

2* 10/100 Ethernet Router Card with capabilitv to handle

64 WANs should complv with the followinq specifications

I

I
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(a) Connector: RJ45 connector
(b) Alarm conditioning: CGA busy after 2.5 seconds of
LOS ,LOF
(c) Encoding: a low or u low user selectable together

for all.
(d) lmpedance: balanced 600 or 900 ohms.
(e) Longitudinal rejection : 55 dB
(0 Loss adjustment. -21 to +10 dB/0 1d8 step

transmit and receive
(S) Single/ distortion: >46 dB with 1004 Hz, 0 dBm

input
(h) Frequency response: -0.25 to-l dB from 300 to

3400H2
(i) Signaling : Type 1,Type 2,Type 3,Type 4,Type 5

Voice card ( '12 FXS/ 12 FXOI 24 FXS/24 FXO ) oort

(a) 12 FXS/FXO Connector : Twelve RJ11

(b) 24 FXS/FXO Connector: One RJ21X

(c) Alarm conditioning : CGA busy after 2.5 seconds

of LOS ,LOF
(d) Encoding : A-law or p-law, user selectable

together for all
(e) AC lmpedance: : balanced 600 or 900 ohms
(f) Longitudinal Conversion Loss : > 46dB

(S) Cross talk measure : Max -70dBm0

(h) Gain Adjustment . -21 to +10 dB / 0.1d8 step

transmit & receive
(i) Signal/ Distortion : > 25dB with 1004 Hz, OdBm

input

U) Frequency Response : - 0.25 to -1 dB from 300 to

3400 Hz, coincide with ITU-T G.712
(k) Loss adjustment: -21 to +10 dB/ 0.1 dB step

transmit and receive
(l) Signal / Distortion:. 46 dB with 1004 Hz , odBm

input
(m) Frequency response: - 0 .25 to -1 dB from 300 to

3400 Hz , coincide with ITU-T.
(n) ldeal channel noise : Max -65 dB Mop

(o) lnter- modulation : coincide with ITU-T 8.712
(p) 2Wire return loss: > 2 dB echo, > 20 dB signing
(q) FXS loop feed : Nominal -48 V dc with 20 mA

current limit
(r) Signaling : Loop Start, DTMF, pulse, PLAR,

Battery Reverse

0^r' }
\o q

Voice Card (8EM) port (interfaces) should complv
with the followino specifications: -

transmit only

(interfaces) should complv with the followinq
soecifications:-

-Y r L



G.SHDSL Line oort (interfaces ) should complv with the

2ot4ofNumber
rts

n x 64Kbps (n= 3 to 31)Line Rate for 4-

channel

G.shdsl
n x 64Kbps (n= 3 to 15)Line Rate for 2-

channel

G.shdsl
16-TCPAM, full duplex with adaptive echo

cancellation

RJ45Connector

Unconditioned 19-26 AWG twisted pairElectrical

Max. 20 MA source currentSealing current

From System, LineClock Source

G.SHDSL Loopback: To-LlNE, To-busDiagnostic Test

-> Connector RJ45 for twisted pair GbE,

LC for optical GbE, auto detection

-> Connector RJ45

2

BaseT
Gigabit
Ethernet
(GbE)

lnterface
I\ilDl/MDIX for 10/100/1000M BaseT auto-

sensing

Ping function contained ARP

Per port, programmable MAC hardware

address learn limiting (max. MAC table

8192 (8k) entry)

Ethernet
Function

Basic
Features:

Packet transparency support for all types

of packet types including IEEE 802 1q

VLAN and 802.1ad (a-in-a)

Packet

Transparency

t" 6 r*0-d.tt
V
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followino s pec if icatio ns: -

Line Code

TDM over Ethernet Card

Com bo

Gigabit
Ethernet
(GbE)

lnte rfac e



QoS User configurable 802.1p CoS, ToS in
outgoing lP frame

Trafflc Control (a) lngress packet Rate limiting buckets
per port for Ethernet port
(b) Supporting Rate-based and Priority-
based rate limiting for LAN port.
(c) Pause frame issued when the traffic
exceeding the limited rate before packet

dppped following I EEE802.3X
Link

Aggregation
WAN support link aggregation

Jitter
Wander

& PPM: per c 823
PPB: per G.823 Synchronous.

Traffic

Standard
Compliance
IETF TDMoIP (RFC5087), SAToP (RFC4553),

CESoPSN (RFC5086)

IEEE 802.1q, 802.1p, 802.1d, 802.3, 802.3u,
802.3x, 802.32, 802.1s, 802.'1w, 802.1AX

Co-directional Dort (interfaces) should como ly with the
followinq soecifi cations:-

lnterface ITU G.703 64 Kbps co-directional interface

Connector 'l20ohm, RJ48

Line Distance Up to 500 meters

Loopack DTE Payload Loopback, Local Loopback

(a) Connector : Twelve RJ 1 '1

(b) Alarm Conditioning CGA busy after 2.5 seconds of
LOS, LOF.
(c) Encoding A-law or p-law, user selectable together for
all.
(d) lmpedance Balanced 600 or magneto telephone
impedance match.
(e) Longitudinal Conversion Loss > 46dB.
(0 Gain Adjustment -21 to +10 dB / 0.1dB step transmit
& receive.
(S) Signal/ Distortion > 25dB with 1004 Hz, 0dBm input.
(h) Frequency Response - 0.25 to -1 dB from 300 to
3400 Hz, coincide with ITU-T G.7'12.
(i) ldle Channel Noise Max. -65 dBm0p.

-h-
,l.,

,.o
6

Voice Card 12 MAG (Maqneto)
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(j) Min Detectable Ringing Voltage '16 Vrms

(k) Ringing Detectable Across L1 and L2 (Tip and Ring),

L1 and GND (Tip and GND)

(l) Single Ring Type: ring for 2 sec and stop, or ring for

4 sec. and stop.
(m) Continuous Ring Type: 1 sec on 2 sec off, or 2 sec

on 4 sec off
(n) Ringing Send across Ll and L2 (Tip and Ring), L1

and GND (Tip and GND).

(o) Signaling Magneto MRD (Ringing across Tip and

Ri

(p

Si

Ti

liz

na dn Io pg
eI la mm baP oDBan n itP.a sss

SSn roth deSn a enrna traedna n LS p

lnternal, E1lT l Line, ExternaD

Alarm Relay: max. Voltage 3

Fuse alarm, and p

Vdc/ max

erformance alarm

1Acurrent
AIarm Relay

Active Configuration, Store

and Default Configuration

d Configuration,

Parameters

Svstem
Confiquration

Su orryl

10 Base-T, Ethernet,

ln-band 64

SNMP
Kbps

rts HDLC/PPP, SSHSU

Port

100)

R5232

Console

Perform nitornce
Network, user, and remote site

Re isters
Separate

Severe Errored Second' and

Degraded Minutes. Also available

include El BurstY Errored

Statistics o/o

tn

Reports

Second,
Performance
Reports

To record the latest a larm type, location,

and date & time
Alarm Queue

Bursty

Second, D

Seconds. SeverelY Errored

raded Minutes
Threshold

H

J

E1ff1 interface (Line LooP

ack, Local Loopback), DTE

DTE{o-DTE, DTE to Line

back, Payload

Loopb

Loo back

Loopback

For Controller: 221-1, 2 15-1, 211-1, 29-1,

and 4-bye user define Pattern
Test Pattern

-Y---
(-r' .k

L\t1 q Y?A

Ground)
c,

Clock Source

E

F

Diaqnostics

\,
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LED 1 per V.35-interface, ACO, Power,

SYNC/TEST, LOF, BPV, RAI/AIS

432 4 x 22O x 223.5 mm (WxHxD)

Single/ Dual -48 Vdc: -36 to -75 Vdc, 100

Watts max.

Power

Single/ Dual -48 Vdc: -36 to -75 Vdc, 150

Watts max.

Single/ Dual -24 Ydc -'18 to -36 Vdc, 150

Watts max

0-55'CTemperature

0-95%RH (non-condensing)Humidity

Desk-top stackable, 19" 123" ,ack mountableMounting

Available only with DC power for G.SHDSL

card onl

Power

sup

Line

Max 1 10 Watts

on

Power
Consum

should have authorized R & D &

Repair/Replacement center in lndia with presence in lndia of

about 10 Years

The OEM

EN55022 Class A. EN50024, F

,Class A, FCC Part 68, CS-03, 1EC60950,

u160950, IEC 61850-3, IEEE 1613

CC Part 15M

tTU G.703, G.704, G 706, G.73

G.823, G.826, G.711, G.712, G.775, O.',151,

2, G.736,

v.11, V.28, V.54

N

Card Confi uration uired as rt of su

Controller (CPU) card -1 no

+g V Oc Power SuPPIY Card' 'l No

3-Port El card - 1 No

2-port Router Card - 1 No

o

U) lnput 230 VAC (Range 170-

le phase, 50 Hz)

264 VAC,

srnSource -48V
DC Power

Output Current .- 8 AmP(k)

(l) Size: - 485(W) x385( D) x165(H) mm

with screw terminals at front

(m) Should have short circuit
rotection.

P

d^ir- vsf 4

K Front Panel

L Phvsical /Electrical

Dimensions

Certification

Com pliance

P #
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Network Time Server
(a)

230 +/- 10% V ACVoltage

Fre uency

Functions / Features :(b)

co-ordination UTC
Using Universal Time

Time Facility

Su ortedCom lensationPropa ation dela

# +l- 250 Nanosecond

Better than 1 PPM

Front panel

display to

status,time and

satellites

LCD
show

no. ofLCD Display

GPS Antenna input

through BNC

connector.

lnputs(c)

Power Sup

Out uts(d)

NTP output (2 nos. customizable)

for NTP client access through RJ-45

.Both Ports shall be indePendent

RS232 serial port out ut (2 Nos

Pulse output: 1 PPS, %PPM, lPPM
(Configurable)

10,000r Seconduest

Antenna(e)

50 metersth of GPSLe
Over 30 DBGain

RECEIVER,GLOBAL
POSITIONING SYSTEM,DISPLAY

TYPE:LCD;DISPLAY SIZE:2 X 35
INCH;DISPLAY
RESOLUTION:240X400
PIXELS;DATA
I NTERFACE:ETHERNET; PC

INTERFACE: ETHERNET; ; EXPANS

ION SLOT TYPE:USB,WAY

POINTS:2; Server

FREQUENCY:48-SS HZ'

OPERATING TEMPERATURE:0-55

DEG.C;ELECTRICAL RATING:230

VAC;ADDITIONAL
INFORMATION:WITH ANTENNA

and Su e Arrestor

0-uzr d r

91

Power Supply:

47-55 Hz

Accuracy

Time Accuracy

Suooort Client

-fr- V
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92 Smart Rack
Maximum

800x1200x2150mm(42U)
(WxDxH)

Minrmum Dual Feed AC

230Yl1Pt50Hz.
Power supply input

3kwlT Load

34U
E ul ments

Usable
for lT

Minimum
U space

Should be suitable for Elevated

floor installation / general

round installationlnstallation Site

To ttom as Standard
Should have provision for both

Utility Entry

Should support English as

language for operation bY

default

System supported

languages

LED - with door limit switch
ti htin

Black or as pe r OEM standardExterior colors
tear

lain dual door
Front toughened glass,

Front & back door

Colour TouchScreen Dis aLocal interface
Power, Cooling, Smoke, WLD,

temperature and humiditY,

UPS, door sensor to be

rated for monitorintn

Monitoring

Minimum 1 No. SPot sensor for

water leak detection

1 No. Temperature

SCNSOTS

Minimum

and humid

Minimum '1 No. Smoke sensor

ProximityMinimum 1 No

sensors for doors

Minimum 1 No. Beacon- for

local alarm

Sensor

(a) System

specifications

Minimum 6 kVA UPSUPS ca acity

23OVACUPS rated input

160 V - 285 V
Voltage

Ran

lnput

40-70H2
Ran

lnput FrequencY

098ln ut Power Factor
energy meter with digital

display should be installed at

tn ut to monitor

lnput Power
consumption meter

Power

subsystem

(b)

L\

Cabinet interior

Cen * q 
YL_



6kvA/5.4kWOutput Max Power

94% at 100 % Load in online &
98%in Green Mode

Efficiency

15 Mins - 1 Battery PackBackup Time

Basic Rack PDU should be

provided, Zero U, 32A, 230V,
(20)c13 & (4)C19

RPDU parameters

Total

conditioning

cooling Capacity

aI(c) Cooling
subsystem

700cMHMinimum Air flow

Air conditioning

installation

Should be Rack mount type,

not more than 5U

-20"c - +45'COutdoor ambient
temperature

Refrigerant Environmental Friendly R41 0A

Minimum 1 No. at front (lnlet)

and top (Exhaust)
fanEmergency

module
OEM for UPS, Racks, PDU,

Sensors should be same

including the monitoring

software. OEM should be

minimum ISO 9001, ISO 14001

and ISO 50001. r\
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All parameters/ specifications mentioned in eRs will be checked by the Board of Offrcers byascertaining/.verifying foilowing.checks in the presenie ot venoorr suppri"Jna.iiE.trr", rncase^of any discrepancies/ probrem, the representatiu" of fim wi demonstrate the features tothe Board of officers. Further, if proper teiting rnitruments for testing tne.e pai"mlter. 
"..e

not available with customer, same wili be arranled by the firm:

(i) Physicar check :- . rn this category, specifications of the equipment wiil bechecked by B.O.O. physical check as p"-r. OCr.'

(ii) Functional Check
features/ confi guration to

"L 
n"ih $':*i3l!%"JI;rsupprier 

wirr show practicarrv arr

(iii) submission of certificate:- Specifications which cannot be checked due to rack oftesting facilities/ expertise, certificate or any covt 
-Lb 

or NABUTLAC accreditedlaboratory be submitted by the firm.

BOO to check
practically on ground.
BOO to check each
feature practically on
ground and to
generate report
where ever it is
applicable

4

Ser No Description oi Requirements Trial DirectivE

GENERAL

1 The proposed soluti ave a central identity manageron should h

2 Th um dIti ceata trn ua h nti CA o anl S ca a b Shou dp ty
uS cbe h the S S no ated a atad nce tre

hoS u d be S nced an red S ctv ad mre ope da a cen re
fro am rotected o ap ce trnp a dp e ov pl yed

nCE tra cterote d a cati no

irectory Replication Capabilities to maintain a
D

in
read only copy

Solution should have a LDAp Directory with

remote data centres

Proposed

4 So u hSon uo d Io d J np n nos s hit or e ab Sed
cca SES CO ntrol aof a oti npp

offehT utisol no m m n dte S oh tdup r uc S om tz ba a nd nsh hcpa be as c S b mAr Da N etwo rk Uv S I
on ace U h nti ca ed eth and n a e hS uo d ds p S as th ofp v
a a C tia no S ap utho zp ed no c oh So n nag va thca no U S I S uhopp d dbe rected to ha a cati no withplp
th co Crre c enred a S oh hut AV n Sto e ra tea nls p S nv sn hT a S oh U adp SO a os mto ana e nOWg

ah n aSS o d nco ta c de a S etc
b oS u oti n hS uo d n rate a bwe S teteg S/ a de o dp vA ND a ox o nprp c S ti dcl n ma C bWE S ev s

a ca onSp omred n ap np we bb aSEdv
The So utio n hoS u d abe b toe eS ma eS S n la ev teg

th EX tiS n ca noo pAp
8 Solution should hav

Directory.
e the capability trc integrate with Active

hT e so tiU no hS uo d uI n n H h H

0-r'r

TRAIL DIRECTIVES

IDENTITY AND ACCESS MANAGEMENT SYSTEM

that that one
a

traversing locally

(sso)
to USCTS

can over

to him

logi
USCTS attributes

pplications
over 500) and

7 proposed

9 Availabi

y.= _t2 YL



10

tohT e S reoftways comb et sca bap v
ccoa m m aod thte ch na n oN S of Su rS na ds s

12 System shall have complete ased administration moduleweb b

be CoThe o edro S oh u d m ancp
14 Support for interoper

Windows and Linux
cross platforms specificaliyability with

15 ACCESS MANAGEMENT
provider should be certi fying authority under CCA

SOFTWAREIDENTITY and

16 S LSuQ rt LlS T fo ap ES VE rS no
17 uti on Shou d haVC nU d one th rd a u ng tae bp rty ty

nda P tinetra no eT ti n na d oof tg oPT) p
ua d CE firti teCA hS ou d b ro Ud cedp

to
on

BOO
racticall

check
round

18 D E NT TY MA tNA EM NE T s Fo TWA ER
19 tiM naa m n fo d n fios ES hS uo d eb cety p ntra hit Sa n es

Sre o of den adpo tary ty
20 Entire mana m n I dentiti CS h uo d we bb Sa ed
21

accounts across the enterprise environment both manually
and automatically.

Solution should be able to create, update, and delete user

)) The solution shoul
multiple roles.

e assignment of users to single/d enabl

)? The solution sh
provisioning of id

ould have a workfl
entities.

ow for provisioning/ de-

interface that allows
Q olu on rov d taa h CAp s p
C rea n na d am na WO flrk OWs Ss ng

25 oS uti no hS uo d u om a aC rouv eu S fo u t'sreq
Ifo a rova o th ESdpp edn da m n tola I

Solution should have a
another person.

approval authority tobility to delegate

27 ave ability to escalate a
alternative approver if the allotted time

request to an
elapses

Solution should h

28 Provisioning solution sh
to provide comments.

e capability to the approv-ould provid

)o ort withdrawal of non-a roved requestsShould su
30 oS uti no hS ou d eb ba o e rane un eu us r Ds
1a Should integrate with o complete user creation processPKI t

JI provide auto requisition
personalization for new users bein

of PKI tokenSolution should

g created
33

movement of personnel on
assignment of roles.

de-provisioning
transfers and

on joining/
tempora ry

Should support provisioning/

34 provide del ated administration

BOO to check
practically on ground.
BOO to check each
feature practically on
ground and to
generate report
where ever it is
applicable

y-- d^rt -L
u\o rL

Solution should support integration with the applications
running across different web/ application sever which will be
hosted on different OS such as Windows/ Linux/ Solaris.

11 should

applications.

13 solution FIDO

Sol

Assessment

be

24 should

access

lo

Solution should

V



35 Solution should be able to define delegated administration by
way of both administration (which users, which resources) and
capabilities (full account administration, password

administration only, etc.).

Solution must support web-based self-service in terms of
changing passwords, resetting forgotten passwords retrieving
forgotten user login etc

J/ Solution must allow users to view their profile and the
resources and the corresponding entitlements they have got
access to.

Must have capability to proviston user accounts to target
systems and applications.

Must have out-of-box connectors available for target systems
to carry out user provisioning and reconciliation operations.

40 The proposed solution should more then 15 Factors of
Authentication based on policies defined

BOO to check
practically on ground

41 Should have connector development framework to extend
support to additional target systems for which out of box
connectors are not available.

42 Should have capability to allow administrators to define and
enforce global password policy that includes password
composition rules like -minimum length- minimum password
age- warn after expires, disallow past passwords

43 Should support complex password rules including maximum
repeated characters, minimum numeric characters,
alphanumeric characters, uppercase & lowercase characters
etc

44 Should support validation of password provided against the
defined password policy.

45 As part of forgotten password, the solution should have
support to challenge the user for security answers to the
questions that must have been configured at the time of user
creation or self-registration. The manager of the user whose
password is being reset must be notified of this password
reset.

46 Solution should allow users to manage their own passwords

47 Should have ability to synchronize passwords for multiple
systems to the same value to reduce the number of different
passwords to be remembered by the user.

48 Should support delivery of password-change success/ failure
status to requestor using mechanisms like email

49 Users should be able to update personal attribute information,
such as address, cell phone number, etc.

50 Solution should provide a web based front-end for help-desk
administrators to use.

51 Solution should provide a password exclusion list and allow
restriction of using old passwords.

52

BOO to check
practically on ground.

BOO to check each
feature practically on
ground and to
generate report
where ever it is

applicable

(-d-r 
..l.-

U\9

Jb

2a

20

Solution should support Role Based Access Control (RBAC).

-Y--
f r



t- 54

Solution should report on who had access to what on a given
date.

Solution should support the creation of custom audit policies
(eg. Separation of Duties) that can be applied during access
scans.

55 Solution should support reporting grouped by the following:
by administrator (accounts created, accounts modified,
accounts deleted, password changes, complete audit history
per administrator, administrative capabilities per administrator)
1 . By platform or application (users per platform, provisioning
history per platform, who performed the provisioning actions
on target platform)
2. By workflow (requests made by user, requests approved by
approver, requests denied by approver, requests escalated,
delegation of approvals including to whom and for what period

of time) 3. By user (audit
history per user, accounts/privileges by user, self-service
activity by user)

5t) Should support reports related to access policy, request,
certification, approval, role, organization, password, resource
& entitlement, user.

BOO to check
practically on ground.

BOO to check each
feature practically on
ground and to
generate report
where ever it is

applicable

E1 Should support reports like list of all the rogue accounts
existing in a resource, list all orphaned accounts etc.

Should support SSUTCS digital certificate based secure
encrypted communication.

EO Solution should not impose a physical or logical limitation on
creation of number of users, while concurrency factor will drive
the proposed hardware.

60 Solution should have the capability of configuring applications
for single factor as well as multi factor authentication.

ot The solution should support all types of web browsers like
Microsoft lnternet Explorer, Google Chrome, Mozilla Firefox,
etc.

62 ACCESS MANAGEMENT SOFTWARE

63 Should have capability to provide centralized logout BOO to check
practically on ground.

BOO to check each
feature practically on
ground and to
generate report
where ever it is

applicable

Must support integration with PKI Technologies to support
certifi cate based authentication

PKI and Digital Certificates is madatory requirement for
Ensure Legal Non-Repudiation

oo Must support OSCP based live certification validation from the
CA Authority under CCA

67 Should
Dump

support Certificate Validation against CRL Export

68 Must give administrators complete visibility and control over
real{ime user session data including ability to search for and
terminate specific sessions

b9 Must support delegated administration at each datacenter
location to have visibility on local users

\
fb'r

o qtrh

58

64

65



70

71 Should be compatible with a variety of web/app servers
including Apache, lls, IBM HTTP, Oracle HTTP, Node JS,

Tomcat, Jboss, Web logic, Web sphere

72 Should have
failu re

support to log authentication success and

73 Behavioral and Risk based Parameter Detection for user-
login to provoke authentication layers in line with real-time

adiusted risk profile.

74 ldentity and Access Management Software provider should
be certifying authority under CCA.

76 HCI Server

77

(a) Analyst Ratings The bidder shall propose Hyper Converged
lntegrated System from vendors placed in
the leader's wave in the Forrester Wave (or

equivalent): Hyper converged
lnfrastructure (HCl). (The bidder will submit
the supporting documents for the proposed

solution listed in The Forrester Wave
Report.)
The bidder shall propose Hyper Converged
lntegrated System from vendors placed in
the leader's quadrant in the Gartner Magic

Quadrant (or equivalent) report latest. (The

bidder will submit the supporting
documents for the proposed solution listed

in Gartner Magic Report latest)

(b) Analyst Ratings

(c) Benchmarks Should have a Validated by Login VSI
Benchmark for Cloud for both Citrix Xen
Desktop and Vm ware Horizon View
environments.

7B HARDWARE AND PERFORMANCE REQUIREMENTS

The offered appliance shall be based on

modular building blocks of up to one
compute node. Each block shall be built
using a 2U modular chassis / enclosure
housing the compute with respective

storage capacity. Each of the Server nodes
should be individually serviceable, without
shutting down the other Server nodes

BOO to check
practically on ground.

BOO to check each
feature practically on
ground and to
generate report where
ever it is applicable.
Certification to be

checked

(a) Offered Hyper-
Converged
Capacity

(-bb

Should allow administrators to enforce constraints on

sessicn lif€firn€ idb tifi€out rnax nwnber of concurrent
sessions

75 Support SSL/ TLS of latest version

Hyper-Converged Solution for Cloud

BOO to check
practically on ground.

BOO to check each
feature practically on
ground and to
generate report where
ever it is applicable.
Certification to be

checked

n-- )- Y



(c)

Hardware
Support agnostic and available

choice of atleast 3 serv
to be deployed on a
er OEMs

infrastructureSolution must be x86

converged lT infrastructure platform that
integrates storage, compute, networking,
nypervtsor, real{ime deduplication,
compression, and optimization along with
powerful data management, data

ion must be based on

protection, and disaster
capabilities in a standard xg6

Proposed solut

buildin block

recovery
serve r

(d) Functionality P SEo d h rda arrop um S eb ac ab top
edD u teca mo r Sp mUp LA Lpti
ad ta n tia m a So S toS o

A h na d d fith n ad a ta Un a ro ity
fo d taa b o ks

(e) Hardware
Specifications following specifications:

Dual lntel tntet@ Xeon@ Gold S12O
Processor or higher
Use of All SSD Drives for Caching ind
Persistent storage. Minimum 5-1.g2TB
SSD for data storage
Minimum 256G8 of DDR4 RAM at Zq6O
Mhz or above
2-4OGbE NIC

Each Compute Block must come with the BOO to check
practically on ground.
BOO to check each
feature practically on
ground and to
generate report
where ever it is
applicable.
Certification to be
checked

Proposed solut
multiple points
function or data

ion must be able to support
of failure with no loss of

During a single
type) production

component failure (of any
services are not affected /

de raded in an a

eployed as a stretched
cluster with Zero RTO. Solution should
support stretched cluster deployment in a

Solution will be d

entnear site metro DC de lo

shared dual-PSu's and should be able to
sustain single power supply failure.
Solution should not utilize micro-server
architecture with shared pSU's and other
com nents

Each node should have dedicated non-

e able to sustain
simultaneous 2-HDDs failures per node
without DU/DL

Must b mrnrmum of

ust be able to sustah
simultaneous 1-HDDs fallures in each node
of a cluster and across all nodes in the
cluster without DU/DL

M minimum of

Must be abl
the cluster

e to sustain one node failure in

(f) Resiliency

uM St be t So Su Ita 1n N frt Ia upo
os TWF RA AE N D UF cN T No LA TY R ME E N sT

BOO to check
practically on ground.
BOO to check each
feature practically on
ground and to
generate report
where ever it is
applicable.
Certification to be
checked

()
L1 q 'rL

(b)

Hyper-
Converged
lnfrastructure

tiers:

&
inline all

8KB

able

REQUI

j-



(s) The proposed solution must be able to
provide enhanced functionality by including
the following available without compromise
in function or performance in both Hybrid as
well as All Flash Nodes:
Global dedupe, compression and
optimization with minimum impact to
production workloads and guaranteed CpU
and RAM available to user a lications

policy-based

WAN-optimized data protection for VM

Unlimited real time data
Function - licenses lncluded
Unlimited real{ime data
Functron -licenses lncluded

Compression

capacity Backup Function-Unlimited
lncluded

Common
Features
lncluded

Should include licenses for multi-site
ments of atleast 3 sitesde lo

BOO to check
practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is
app cable.
Certification to be
checked

Proposed solution must be able to support
the following Global Unified Management
features

management through a single
lass via the virtualization manane of

VM-centric

rogrammatic interface to enable
automated tasks like failover / failback

P

BOO to check
practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is

applicable.
Certification to be
checked

The ability for a single administrator to
manage all aspects of the Hyper-
convergence from within the Virtualization
Mana r for all sites
everage existing investment of servers for

hosting VMs and applications while taking

L

advanta e of the functional

(h) Global Unified
Management

Globally manage Backup
Datastore or per VM

Policies per

BOO to check
practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is

applicable.
Certification to be
checked

Proposed solution must be able to support
the following VM-Centricity and Mobility
feature
Backups for specific VMs

Ability to Move specific VMs between
datacenters
Cloning specific VMs

0) VM-Centricity
and Mobility

of forcing
or protection

VM-level backup instead
protection at the datastore
domain level

(k) Data Protection roposed solution musl be able to support
Data Protection features

P

the followin

BOO to check
practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is
applicable.
Certification to be
checked

ff]

VM-centric
backup/recovery/DR

mobility

Deduplication

ity of the solution

-Y-



nctionality as a feature instead of
arate server / software license

Backup fu
ase

up must be an independent copy of
source Virtual Server and must allow restore

ted source Virtual Server

Back

of deleted or corru
up to disk functionality as a feature

instead of a se arate license or a

Back

liance
on across separate datacenter as aReplicati

ication across separate datacenters
should be optimized with minimum
additional overheads. Data should not need
to be rehydrated before being transferred to

Repl

ta et datacenter

to carry simultaneous out bi-
directional replication between two data
centers

The ability

The ability to
Data Center

replicate Any{o-Any in a Mesh
deployment of more than 3

DC'S

The ability
datastore, a

to define backup policy per
cific VIvlrou of VMs or s

Data Protection sholld have RPO of 10
minutes for local backu

to execute backup tasks during
without impacting to production

The ability
offrce hours
workloads

ection against a minimum of 2
simultaneous local hard disks failures per
node

Data loss prot

oss protection against a minimum of i
simultaneous local hard disc failures in all
nodes of the cluster

Data I

Data loss protection
failure in cluster

against single node

The proposed solution must be
re rts for auditrovide backu ose

able to

(l) Data Recovery Pro sedo So uti no Um S ebp ot US ortpp
h foe nowt D taa Reco featu Sre

recovery should be indepent of sourceData
Virtual Server
Solution should
allow any Virtua

provide a backup catalog to
I Server to be recovered to

an oint-in{imeS ecific
ata recovery process should

with an RTO in minutes
be simpleD

(m) Disaster
Recove

Pro edS uti no um tS bpo ba o s u rtopp
h fo OW n D SaS Ite eR ovec fea u ES

ution must provide a simple failoverThe sol
operation

BOO to check
practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is
applicable.
Certification to be
checked

The solution must allow creation of a BOO to check

W *dzr

feature instead of a separate server /
software license.

able

sol

).-



Runbook to automate recovery of Virtual

Servers
The solution must allow changing of
address of recovered Virtual Servers
match target datacenter

IP

to

The solution should allow changing Virtual

Server settings (example vCPU, vRAM,

VMSwitch) if required

The solution must allow the option to test
DR failover to separate netlvork with no

impact to production workloads

practically on
ground.

BOO to check each
feature practically

on ground and to
generate report
where ever it is

applicable.
Certification to be

checked

The solution should have feature to assist in

failback process to Primary datacenter

(n) CloudPrivate
License

It must include Shielded Virtual Machines,

software defined networking, Storage

Spaces Direct, and Storage Replrca;

customers receive rights to unlimited

Operating System Environments (OSEs)

BOO to check
practically on

ground.

BOO to check each
feature practically

on ground and to
generate report
where ever it is

applicable.
Certification to be
checked

The proposed solution must provide

following features.

Computing environment: The virtua I

machine includes the same basic parts as a
physical computer, such as memory,
processor, storage, and networking.

Disaster recovery and backup, Optimization

Solution must have features such as live

migration, storage migration, and

imporuexport to move or distribute a vtrtual

machine.

It must offer a remote connection tool for
use with both Windows and Linux.

The solution should have Secure boot and

shielded virtual machines that protects

against malware and other unauthorized

access to a virtual machine and its data.

The solution must prevent a virtual

machine's excessive activity from degrading

the performance of the host or other virtual

machines.
A virtual machine can be used as a host and

create virtual machines within that

virtualized host.

The solution must have option to set up

Remote direct memory access (RDMA) on

network adapters bound to a virtual switch,

ardless of whether switch embeddedre

q

The Proposed solution must be offered with
cloud-ready operating system that is ideal

for highly virtualized and software defined

datacenter environments.

The solution must give virtual machine

direct and exclusive access to some PCle

hardware devices. Using a device in this

way bypasses the virtualization stack, which

results in faster access.

0-h



teaming (SET) is also used

The solution must have features to make it

harder for virtualisation administrators and
malware on the host to inspect, tamper with,
or steal data from the state of a shielded
virtual machine.

79 Core Switch
(a) Architecture

Shall be 19" Rack Mountable BOO to check
practically on
ground.

BOO to check each
feature practically

on ground and to
generate report
where ever it is

applicable.
Certification to be
checked

The switch should have dual hot-swappable power supplies

Switch shall have minimum 24 x 1110G SFP+ ports, populated
with 8x10G SR,8x1G SX and 8x1G BaseT transceiver.

1 RJ-45 serial console port
'1 RJ-45 outof-band management port

Should have minimum 2GB SDRAM and 512 MB flash and 1 3

MB Packet buffer size

Shall have switching capacity of minimum 480 Gbps

Shall have up to 350 million pps switching throughput

The Switch should support minimum 64000 MAC address
(b) Software Defined Networking (SDN) Capability

OpenFlow protocol capability to enable software-defined
networking

(c) Features

The switch should support HTTP redirect function

The switch should support User role to defines a set of switch-
based policies in areas such as security, authentication, and
QoS. A user role can be assigned to a group of users or
devices, using switch configuration

(d) Quality of Service (QoS)

The switch should support Advanced classifier-based QoS to
classifies traffic using multiple match criteria based on Layer 2,

3, and 4 information and apply QoS policies such as setting
priority level and rate limit to selected traffic on a per-port or
per-VLAN basis

The switch should support Layer 4 prioritization to enable
prioritization based on TCP/UDP port numbers

The switch should support Class of Service (CoS) to set the
IEEE 802.1p priority tag based on lP address, lP Type of
Service (ToS), Layer 3 protocol, TCP/UDP port number, source
port, and DiffServ

The switch should support Port-based rate limiting to provide
per-port ingressJegress-enforced increased bandwidth

The switch should support Classifier-based rate limiting to use
an access control list (ACL) to enforce increased bandwidth for
ingress traffic on each port

BOO to check
practically on
ground.

BOO to check each
feature practically

on ground and to
generate report
where ever it is

The switch should support Reduced bandwidth to provides per-
port, per-queue egress-based reduced bandwidth

The switch should support Remote intelligent mirroring to
mirror selected ingress/egress traffic based on an ACL, port,

MAC address, or VLAN to a local or remote switch anywhere

(-rr fY^

BOO to check
practically on
ground.

BOO to check each
feature practically

on ground and to
generate report
where ever it is

applicable.

Certification to be
checked



on the network

witchhT S Sho u d uS rto eR omp mte nop no ng
MR No a dn FS ow V5 o

om n ito nn a dn TE rtios cap abi ti S forng p h S orylaa rm e n

ftihT S tch oh u Sd u rt Tra C on nppo z tia no a OWp S
tr ffia clc a ifiS ca non o et h flos eve Sp rity

u uht ES

applicable.

Certification to be
checked

e Mana ement
eTh S h oh u d SSa dof S nCrg e an em Spti to

orts

hT Se Switch oh tdU US rto E Ep 280 1
p AB nLi Lak DI s oveCv ryPIoto olc LL PD

hT e S itch hS uo d CV r RAD Us kn a cu tos m of
mco ma Snd ato n dn d au n twoe rk a md n S atr r'o S n anog

uda it ta d uoc em ants ut v

fihT S Swrtch ho tdu S u ort UM ti coepp n u r fionp toSo
ASe to h aft Sh m a e

fi fo

Th S itch Su o Drt ua fl Sapp h am S o o ds pr
nd dn nt r ampe andp n adry

S temry S rys
ab Uck h e u rad np ps

Th Se witch uo of b na Ed h re etn m a an e em nsrto to an bp o rVE se a la h S cp p v
am an n n rktwo agem n kd ee mS na a me ntep s

mSE tedn mfro n two rk ad trata ffic
Th S h Sh ou d Su rt nU d rectppo o an L n Dk ctiete no

DU DL

Connectivi
hT Se it Sch h uSldu rto J U bm op f mrap Se no a b E h re etns

0-G1 ba E eh nI rts

rt follwin lPv6 featureTh e itcSW sh oh u sd u

D Ua taS kc v4P na d na S no PV4 uS rtio npp o
nCO nect fo br oth rotovity C Sol

MLD snooping: fo
interface

rward lPv6 multicast traffi c to the appropriate

lPv6 ACL/QoS: su ffirto A aL nd OS for Pv6 ra

rotocols
lPv6 routin : SU rto taS Cti R nP o EP 3 routi
6 n4 Su ert can Su apop ti no ofp Pv6 tfira c n 4Pv

Ck tS

llSecu oI ed RApty oI tecti no d map c Pv6yn
o kdC own na Nd D on o np s

( ) Performance

fi
rfo

uffe

hT S it Sch oh u Sd u o rt a ce bta epp u U e on IUq a oNS tos
a o Ifo nc a Sed e r am ncep S e ncti eh num be ofs

eu eu aS n a od c a dteq m m o b n ah bety tSs eh
re u mre n ofq the en rktwo a c tia nsopp
The switch should s
support. reduces po
8O2 3az

upport Energy-efficient E
wer consumption ln acco

thernet (EEE)
rdance with IEEE

h Resilienc and hi h availabili

BOO to check
practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is
applicable.

Certification to be
checked

BOO to check
practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is
applicable.
Certification to be
checked

BOO to check
practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is

y*

(RMoN)
Extended (xRMoN), provide advanced

statistics,
and

real{ime
that tomapped

allow nment

E

tito list CLI
for

store

should

operating

should have
management

traffic

and

Pv6 host: enables switch Pv6n an network
(r Pv6) to Pv6,

tunneling:

DHCPv6guard,

by

meet

-L- V
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support stacking up to I Switch and support
up to 336 Gb/s of stacking throughput. The Switch support
Ring, chain, and mesh stacking topologies. Stacking not
re uired from da -1

The Switch should applicable
Certification to be
checked

witch should support Virtualized switching to provide
simplified management as the switches appear as a single
chassis when stacked

The S

d support Virtual Router Redundancy Protocol
RP

The switch shoul

The switch should su pport Nonsto switchin and routi

The switch should support IEEE 802.3ad Link Aggregation
Protocol (LACP) and support up to 144 trunks, each with up to
8 links (ports) per trunk

BOO to check
practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is
applicable.
Certification to be
checked

The switch should su rt IEEE 802.1s Multi leS Treennr

The switch should enable loop-free and redundant network
topology without using Spanning Tree protocol; allows a server
or switch to connect to two switches using one logical trunk for
redundancy and load sharing

The switch should provide easy{o-configure link redundancy of
active and standby links

BOO to check
practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is

applicable.
Certification to be
checked

r 2 switchinLa

The switch should su ort IEEE 802.1ad QinQ
The switch should support VLAN and tagging and support the
IEEE 802. 1 Q standard and 4096 VLANs simultaneousl
The switch should su rt IEEE 802. 1v rotocol VLANs
The switch should su rt MAC-based VLAN

e switch should support Rapid PeTVLAN Spanning TreeTh

RPVST+

The Switch should dynamically load balances across multiple
active redundant links to increase available aggregate
bandwidth and allow concurrent Layer 3 routing
The switch should sup ort GVRP and MVRP
La 3 services
The switch should su Loo back interface address
The switch should su rt Route ma

The switch should support User datagram protocol (UDp)
helper function

The switch should su rt DHCP server
The switch should support Bidirectional Forwarding Detection
(BFD) to enable link connectivity monitoring and reduces
network convergence time for static routing, OSpFv2, and
VRRP

- Should suLa er 3 routin rt from Da -1

The switch should support Static lP routing for both lpv4 and
lPvO networks

BOO to check
practically on
ground.

BOO to check each
feature practically

on ground and to
generate report
where ever it is

applicable.
Certification to be
checked

0-d'd-
'r)

)YYfY 1_

(i)

(k)
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The switch should support OSPFv2 for lPv4 routing and

OSPFv3 for lPv6 routin

rt Poli -based routinThe switch should su

ort Border GatewaThe switch should su Protocol BGP)

routinThe switch should support RlPv1, RlPv2, and RIP

(m) Secur
rt filterinrt Source-The switch should su

ort RADIUS/TACACS+The switch should su

The switch should support Secure shell

The switch should su ort Secure Sockets La er SSL)

rt Port securityThe switch should su

rt MAC address lockoutThe switch should su

ort Detection of malicious attacksThe switch should su

BOO to check
practically on
ground.

BOO to check each
feature practically

on ground and to
generate report
where ever it is

applicable.
Certification to be

checked

The switch should support Secure FTP

h SSHv2, SSL, and/orSNMPv3MIB) throu

rt ldenti -driven ACLThe switch should su

rt STP BPDU portThe switch should su

BOO to check
practically on

ground.

BOO to check each

feature practically

on ground and to
generate report
where ever it is

applicable.
Certification to be

checked

The switch should support Dynamic lP lockdown

The Switch should secure management interfaces such as

SSH, SSL, Web, and USB at the desired level

The Switch should display a customized security policy when

The switch should provide filtering based on the lP field,

source/destination lP address/subnet and source/destinatlon

authenticates client with the RADIUS server based on client's

MAC address

The switch should support Concurrent authentication modes to

enables a switch port to accept up to 32 sessions of 802.1X,

BOO to check
practically on
ground.

BOO to check each
feature practically

on ground and to
generate report

where ever it is

applicable.
Certification to be

checked

The switch should su rt DHCP rotection

The switch should su rt amic ARP protection

The switch should support STP root uard

SNMP, Telnet,

users lo in to the switch

The switch should su rt CPU rotection

TCP/UDP port number on a er-VLAN or per-port basis

The switch should su rt IEEE 802.1X

The switch should su rt Web-based authentication

The switch should su ort MAC-based authentication

The switch should su ort Private VLAN
Web, and MAC authentication

Convergence(n)

The switch should support lP multicast snooping (data-driven

IGMP)

BOO to check
practically on
g round.

BOO to check each
The switch should support LLDP-MED (Media Endpoint

Discovery)

-y)
0-u> q r

The switch should support Switch management logon security

The switch should support Secure management access to

deliver secure encryption of all access methods (CLl, GUl, or

The switch should support ICMP throttling

protection



The switch should support lP multicast routing including PIM

sparse ard dense rnodes to route lP mu{tica€t traffrc

The switch should support Auto VLAN configuration for voice

The switch should support RADIUS VLAN

The switch should support Local MAC Authentication to assign
attributes such as VLAN and QoS using locally configured profile

that can be a list of MAC prefixes

(o) Environmental Features

Shall support IEEE 802.3a2 Energy-effrcient Ethernet (EEE) to
reduce power consumption

Operating temperature of 0'C to 45'C

Safety and Emission standards including EN 60950; IEC 60950;
VCCI Class A; FCC Class A

(p) Warranty and Support
The below Warranty shall be offered directly from the switch OEM

Software upgrades/updates shall be included as part of the
warranty

feature practically on
ground and to generate
report where ever it is
applicable.
Certification to be

checked

80 UTM

General Requirements
(a)

Network security appliance should support "Stateful" policy

inspection technology. lt should also have application intelligence
for commonly used TCP/IP protocols like telnet, ftp etc.

(b) The proposed vendor must have a track record of continuous
improvement in threat detection (lPS) and must have successfully
completed NSS Labs' (or equivalent)NGFW Methodology v7.0
testinq with a minimum exploit blocking rate of 99%

(c) OEM should be in Leaders quadrant of Gartner's (or equivalent) -
in Enterprise Firewall Magic Quadrant as per the lalest report

Appliance shall be ICSA certified for Firewall, IPS & Gateway Anti
Virus functionalities

81 Hardware & lnterface requirements
(a) 14 x 1GE RJ45 inbuilt interfaces, 12 x 1GE SFP interface slots

from day one
(b) The Appliance should have USB & Console Ports

BOO to check practically

on ground.

BOO to check each
feature practically on
ground and to generate

report where ever it is

applicable.
Certification to be

checked

82 Performance and Availability
(a)

The Firewall should be on multiprocessor architecture with
minimum 20 Gbps of Firewall throughput & support of 3,500,000

concurrent sessions, and 200,000 new sessions per second from

day one and Firewall Latency should not be more than 3ps

(b) Minimum IPS throughput of 4500 Mbps for real world traffic or

enterprise mix traffic

(c) Minimum Threat Prevention Throughput (measured with
Application Control and IPS and Anti-Malware enabled) of 3000
Mbps for real world traffic or enterprise mix traffic

(d) lPSec VPN throughput: minimum 10 Gbps
(e) Simultaneous VPN tunnels: 1000

(f) Proposed solution must support minimum 3.2 Gbps of SSL
lnspection throughput

BOO to check practically

on ground.

BOO to check each
feature practically on
ground and to generate

report where ever it is

applicable.
Certification to be

checked

(s) Proposed solution must support minimum 10 virtual firewall from

day one

Yj-\,.6 v [Uu-

(d)



b

a2 Routing Protocols

Static Routing

Policy Based Routin
(c) support dynamic routing protocol like Rlp,The Firewall should

OSPF, BGP ISIS
84 Firewall Features

(a)
provide application inspection for LDAp, Slp,

H,323, SNMP, FTP,SMTP, HTTP, DNS, ICMP, DHCP,

Firewall should

RPC,SNMP IMAP, NFS etc

(b) inspection services for appljcations based on
HTTP, FTP, SMTP ICMP, TCP, and UDP

lPv6-enabled

(c)
oyment of nexfgeneration lPv6 networks, as

well as hybrid environments that require simultaneous, dual

Allows secure depl

stack su ort of lPv4 and lPv6
should support transparent (Layer 2) firewall orThe firewall

routed rationLa er3 firewall O

(e) The Firewall should support ISP link load balancing

(f)
F ware h uo d uS rt n ak re a o tn nctiu no apop to uross o ty s p

um o arts SS n e ort
Firewall should su rt minimum VLANS 2048

(h) Firewall should support static NAT, poticy based NAT and pAT

0) Firewall should support lPSec data encryption

(k)
It should support the lPSec VPN for both site-site and remote
access VPN

(t) Firewall should support lPSec NAT traversal

BOO to check
practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is
applicable.
Certification to be
checked

(m)
Support for standard access lists and extended access lists to
provide supervision and control

(n)
Control SNMP access through the use of SNMp and MD5
authentication.

Firewall system should support virtual tunnel interfaces to
provision route-based lPSec VPN

(p) The Firewall should have integrated solution for SSL VpN

(q)

DAP, RADIUS, Windows AD, PKI based
Authentication & should have tntegrated 2-F aclot
Authentication server support & this two factor authentication
can be used for VPN users for accessing internal network from
outside and for Local users accessing internet from inside the
network and for administrative access to the appliance or all of
them

Should support L

(r)
The solution should have basic server load balancing
functinali as an inbuilt feature

(s)
censing should be a per device and not user or lp basedLi

should su ort unlimited users

BOO to check
practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is
applicable.
Certification to be
checked

fua-

(a)

(d)

(o)

(o)

A, qr t-



' (a)

85 lntegrated IPS Features Set

IPS should have DDoS and DoS anomaly detection and
protection mechanism with threshold conflguratton.

(b)
Support SYN detection and
devices.

protection for both targets and lpS

(c)
The device shall all ators to create Custom lpsow administr
SI natures

(d)
hQ uo d h VEa a ebu n na Iu nda An o ams ab S d PSv

n non he m ue n

(e)
Signature based detect
should have minimum 1

one

ion using real
0000+ IPS sig

time updated database &
nature database from day

(f) ua oma eS un u ad Ste d ove thrty p nte nt etv
e on d nd nc of na ten edrm ta de ce

Signature updates do not require reboot of the unit

(h)
Configurable IPS filters to selectively implement signatures
based on severity, target (clienvserver) and operating s-ystems

0) IPS Actions: Default , block, reset, or uarantine, monitor
k Should su acket caort ure o on
I tion from s cified IPS siIP S exem natures

m Should su ort IDS sniffer mode
86 Antivirus & AntiBot

(a)
Firewall should support antimalware capabilities , including
antivirus, botnet traffic filter and antispywaie

(b)
Solution should be able to detect and
communication patterns used by BOTs i.e.
botnet family

prevent unique
information about

BOO to check
practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is
applicable.
Certification to be
checked

(c)
Solution should be able to block traffic between infected host
and remote operator and not to legitimate destination

(d) :Pqq B"" antivirus protection for protocots tike HTTP,
HTTPS, IMAPS, POP3S, SMTpS protocots etc.

(e)
oS ution hS uo d ah VE o no of kc e capti ure rfo rthfupa Iep
na a S theof nc d tn

(0 Solution should uncover threats
communications

hidden in SSL links and

(s) The AV should scan files that are passing on CIFS protocol

(h) fi

hT or osed SS temp p ro ed av tobp a ow bl kOCty
ro do n oa Sd ccoa rd o e xte Sen o Sn na odt rng

fi

Supports

(s)

BOO to check
practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is
applicable.
Certification to be
checked

an

shall
attachments

BOO to check
practically on
ground. BOO to
check each feature
practically on
ground and to
generate report
where ever it is
applicable.
Certification to be
checked

-b-
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The
file
and

proposed system should be able to block or allow overslze
0) based on configurable thresholds for each protocol types

er firewall ti

87 Other support

(a) hS uo d uS p ke eport b-F te nlt o
\J& tewaa EV oft mv da nov

(b)

The proposed
Web Content
support over 2
languages wit
modules.

sy-stem should have integrated Enterprise-class
Filtering solution with database which should
50 million webpages in 72+ categories and 6g+
hout external solution, deviceJ or hardware

(c)

uS rto d tec no VEo r +pp 000 a ca oti Sn n umpp ti ep
C Io ES U o ba roateg oati n mE a F e hJ 1a ns
Gen ta ten r S N rktwo PP2 R m ote

toS ta o cka us p
o P 5 c a b ot eh

(d)

rodThe uct m U St Sup Lrts a I 7p b SEa dpo U MT IEye arew
na d UTa fea ruM S ohS u d S U rted nppo

ach rtua fi a Th Pre n no fi IIte
ocati n U no tro Itefi nTI etc

(e)
The so u oti n h VEa fl Xe b to Site u r o cty Sity p

no P dAd r S S & U Se t N ma e & E nd o n o ta np pe s
te mS

(f) ffi ffere
fe fo

oJ afe retu S trke a C on itiza on d tin ap de
houJ d Su ort rfo aoo tua res I efid n n eh oo J o c ES

(s) It should support the VOtp kaffic filterin s
(h) Appliance should have identity awareness capabilities

0)
The firewall must
Passive redundanc

ctive as well as Active-support Active-A

k Solution must su rt VRRP clusterin rotocol
88 Mana ement & Re functionalirtin

(a)
uJ o rt Ifo uB n aM npp a em ent fh/v taQ o e tfo Ss m e resecup

re otem m naa em tn fo S uC Is aa nces Ith uo hity pp s
nte rated -bb ased U

(b) lrn 9rt acce_ssible through variety of methods, including
console port, Telnet, and SSHv2

BOO to check
practically on
ground. BOO to
check each feature
practically on
ground and to
generate report
where ever it is

applicable.
Certification to be
checked

(c)
ue o rt Ifo othb N5 PMpp 2 na d ro d n n-d hp s p
S b s a StU of a na ESC

(d)
hS Uo d haVC o m rt oc nfi IU tity no na dpo oftwaS res

fi Se la d rov on n da dnp p o m ne US Ts ep av ng
IT na feS PI roto o FT TTH PP H PTT a

(e)
The solution should h

& compliance check
ave option fo
to be done

r firewall configuration audit
in automated or manula

rocess

BOO to check
practically on
ground. BOO to
check each feature
practically on
ground and to
generate report
where ever it is

d^U"a- \,

Application-Controlfeatures
DLP

Proxy,

Should

Botnet, Game,
Service,

SoclalAccess, Media, Update Video/Audio,
lndustrial

virtualization, be
like WebPS,

content

BOO to check
practically on
ground. BOO to
check each feature
practically on
ground and to
generate report
where ever it is
applicable.
Certification to be
checked

should the
based

services,

the

SNMPv2c,
into the

capabi
for File

-Y--
q Y4-



(f)

Should capable to
administrators whe
sending e-mail alert
addresses

foo d a copr n nVC nt me hod r a rtie ns
n CT tica neve ts a re cn o nU te dre bv

ESm aS eS o da m n S tas to dr fi e-ned am

(s) oS uti no m uS a ow da m n S a or to hc oOSe to n n ead
no Io I d-ea n

applicable.
Certification to be
checked

89 Li htnin Protection S

(a)
T Lh nhte n ro oecti ns hS uo ds p ah VE dra uS of fo
79 m rSte n oZ n a he h

(b)

L h n ns h uos d ah e fio ed n a er bap na d
trS u u er to en la e rge a C cu a on

ts nda n Ip o no edp s a r a dn
e TI heta ect rSo

(c)
hT L hten ns ah es S m u ati no S mte noys
tteba ro e ct nro CS to be Su de

(d)
hS uo btd e ffect VE fo othb oSp

na nd a e tnh n S nks So s

(e)
ng PCC/grouting
ing commissioning

above the
to entire

The n SSA fi nXI rbry s
ub d n nS a a no with9/ tes

SA facti on f En n I h-c a

(0 rtified

Th NSta a oti n eth S em hS a b rncays ed nu d I the
uS S no fop tra ned fro om EM of m tep

a S edfi na dd cted

(s) Certified Engineer from
lnternational Standards.

have to produce the
OEM and having

Certificate of
knowledge of

The certified Engineer

(h) with fi

na nSd ta oati n of nu e atis on oI d 2 m rS
n c SAES b aI c n acl m S dry ng Xp a dns ng

I utio n a aff n me n cotc m a S c fied na dd re dcte

0)

U5 a npp v TLyr s bCA e PV
hS athed co I co dn ouct Ipp S n e mmo q

a n c n onyr s uNS app ed as d Sp
Sa dd aSa S c fied nda d ctedre

(k)

rov d rfop G mco o ndu a hrt np a hrtg
ne ha cn n com o nU d h 2 k5s p S nc Ud n co as hrt S 1o p ofpe p

S ze 25 3x m m th n SSA onry
s/d aS dd eSpa h ea hrt o m mup reS S na a eu

mco ete a SS c fi d na dd rec
on affiNetw ro Tk r c M a an re

BA DN W DT cH No RT oL EL R

provided along with the system. The features are
follows.

An additional device for bandwidth be
as

control should

Th S teS m s oh U ed Sn uv ree ba e rfo arm ncepe
Ifo etwon Ik ed n ed n a a o Sn

A

General
Features

uce the impact of non-
strategic traffic, and diagnose and resolve network

(ii)The system should red

oblems

8OO to check
practically on
ground. BOO to
check each feature
practically on
ground and to
generate report
where ever it is

BOO to check
practically on
ground. BOO to
check each feature
practically on
ground and to
generate report
where ever it is
applicable.

Certification to be
checked

{tT ()

?

log i

mode

protection
mtr

The Arrestor
conductorgood forced

(Venturi intakesSystem)

should mechanical
is

ArrestorLightening equally

in

of out
engineer

Supply metal long
from OEM rilli 1

AS

and underground PVC insulated,

70core, with
connection,necessary

Should M&L with

rnsulatedclipping
mini

all

(i)
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(iii) The system should identify and control
bandwidth hogs so that network administrators
can identify problem users, applications and
websites and apply automated policies to limit or
prevent bandwidth allocation.
(iv) The system should have the feature to easily
monitor recreational traffic like video streaming
and P2P sharin

Technical
Features

(i) Real-time Monitoring: The system should
monitor the health of network in real time and give
insight about how applications are performing,
bandwidth consumed by users, applications
across the network

BOO to check
practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is

applicable.
Certification to be
checked

(ii) Policy-Based Shaping: The system should
have the feature to prioritize how and when users,
applications and websites can consume
bandwidth on network.
(iii)lnteractive Analytics: lntuitive dashboard
feature should be there to visualize activities by all
users.
(iv)Application Acceleration: The system should
support acceleration and caching features.
(v)Predictive Recommendations: The system

should have the feature to study the patterns and
trends in the network and automatically make
suggestions to repair and improve network
performance.

(vi) QX Boost for Skype application: lmprove
the quality of experience For voice, video and
application sharing. QX Boost for Skype for
Business correlates Skype@ call data with
network information to provide a complete end{o-
end view of your call traffic, down to the Device
level.

Hardware
Features

BOO to check
practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is

applicable.
Certification to be
checked

(b) Concurrent Flows: - 220,000
(c) Packets per second: - 200,000/s
(d) New Connection Rates: - 10,000/s

(e) Acceleration Throughout: - 30 Mbps

tD Edge Cache Thro hput - 50 Mbps
(S) Optimized Connections: - 6,000
(h) APS Objects 250
(i) SLA Objects 250
(J) PDF Reports 60
(k) Traffic Policies 1024
(ii) lnterface Capability

?
{dv-

(-\

r^

t-

applicable
Certification to be
checked

(i)Traffic shaping and Acceleration

(a) Shaping Throughput: - 1 Gbps

BOO to check
practically on
ground.

BOO to check each
feature practically
on ground and to
generate report

-LV



(a) The system should have 1 x RJ45 based

dedicated console port for management purpose.

where ever it is

applicable
Certification to be

checked
(b) The system should have at least 3 x 1G

(Copper) bypass bridge pair and 2x 1G (Fiber)

bypass bridge pair. Also, the system should have

one additional NIC slot for future expansion.
( iii) Physical Parameters
(a) Form Factor: -1 U rack mountable
(b) Power Rating - 17W @ 0.13A, 22W @016A
(Max)

(c) Environment: - 0 deg cel to 40 deg cel, 5% to
90% operating humidity.

SYSTEM PARAMETERS

Speech band 300 to 3400 Hz

Mod ulation

No.

channels
system

of
per

32 (30 speech channels, 1 terminal
Signaling and 1 Sync. Channel )

Sampling
frequency

8000 Hz

No of sample
bits

I per channel

Total bits per

frame
256

Bit rate 2048 Kbps t 50 ppm

Construction

and

Architecture

Chassis based modular multiplexer shelf
capable of supporting minimum 12 slots for
integration of data, voice, fax and LAN
traffic

BOO to check
practically on
ground. BOO to
check each feature
practically on
ground and to
generate report
where ever it is

applicable.
Certification to be
checked

Universal
Slots

All slots (other than for power and control)
should be universal i.e. capable of
accepting any type of voice/dataifax card
manufactured by the same OEM.

B

Add-Drop or

Drop - lnsert
Function

a) Should be able to add-drop/drop-insert
voice and data at channel (64 kbps)
multiple channel (nx64 Kbps) and at E'1.

b) Add-drop should be software
configurable by user in the field

BOO to check
practically on
ground.

BOO to check each
feature practically

on ground and to
generate report
where ever it is

applicable.
Certification to be

checked

Digital Cross
Connect
function

BOO to check
practically on
ground. BOO to
check each feature
practically on
ground and to
generate report
where ever it is

applicable.

Certification to be
checked

q Y

Pulse Code Modulation

a) lt should have an inbuilt cross connect
facility on the same equipment
b) Cross Connect : lt should be able to
map the following voice interfaces:
i) El to El
ii) E&M (two wire or four wire) to el and

vice versa
iii) FXO/FXS to El and vice versa
c) Add-drop should be achievable by

software by user in the field

-Y-'-
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Redundancy Dual

shari

controller, dual power with load

1for1 rotection , E1, T1, FOMProtection

PDH ring protection, QEl, QTl, FOM,
Mini QE1, 3El for DSo SNCP protection
Console, Telnet, SNMP, and ln band

ortmana ement su

Craft interface port for connection to
external LCD dis la

Ma nagement

patible to a SNMP based GUI networkCom
mana ement s tem

No of Slots Should have 16 or more hot plug-in slots
with ca cards.abili to su ort followin

ngle E1lQuad El (G.703y Mini-euad
El/3"E1 card-DSO SNCP

Si

protection
x.2 1 A/ 35/RS232/EtA530
2W4W E&M

oFXO/Q FXS/1 2 FXo I I 2F XS t24F XO/24 FXS
'1 0/100 Base-T Router Card
214 channel G SHDSL card
8-channel D Contact l/O
Ma neto lnterface Card

MoE ( TDM over Ethernet) with 2
Combo GigaBit (cbE) interface for lp
TD

u link
lnterface Support: - The
mentioned interfaces/Cards.

system shall support below

lnterface-El should
owrn ifications

Network Line comply with the

BOO to check
practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is
applicable.

1El t4E1 t3E1
Line Rate 2.048 Mbps r 50 ppm

Llne Code AMI or HDB3

lnput Signal tTU G.703

Output Signal tTU G.703

Framing ITU G.704
Connector BNC/RJ48C , DB25S for Mini euad E.1

Electrical 120 ohm twisted pair

Jitter tTU G 823

to handle 64Card with caoabilitv2" 10/100 Ethernet Router
WANs should ificationsthe followinq sDeccom plY with

.L [}a- qY L

Number of ports

BOO to check
practically on

ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is

applicable.
Certification to be
checked



Number of ports 2 LAN ports, Max. 64 WAN ports, Each
WAN port has data rate n x 64K bps, 1< n
<32 (< 4Mbps for total
of all 64 WAN
1 0/100 BaseT x 2

Connector RJ45

Routing protocol RIP-1, RIP-ll, OSPF, Static

Supporting
Protocols

PPP (IPCPiBCP), MLPPP, HDLC, Frame
Relay, and Cisco compatible HDLC,
NAT/NAPT DHCP

Diagnostic

QoS Rate limit

BOO to check
practically on
g round.
BOO to check each
feature practically
on ground and to
generate report
where ever it is

applicable.
Certification to be
checked

to handle 64with caoabilitv8. 10/100 Ethernet Router Ca

Number of
ports

8 LAN ports, Max. 64 WAN ports. Each WAN
port has data rate n x 64K bps.

10/100 BaseT x 8

Connector RJ45

Routing
protocol

RIP-|, RIP-ll, OSPF, Static

Supporting
Protocols

PPP (IPCP/BCP), MLPPP, HDLC, FTame
Relay, and Cisco compatible HDLC,
NAT/NAPT, DHCP
Ping, Trace route

QoS Rate limit

BOO to check
practically on
ground.

BOO to check each
feature practically

on ground and to
generate report
where ever it is
applicable.
Certification to be
checked

interfaces) should como ly with theVoice Card (8EM) port (

followinq soecific ations:-

(a) Connector: RJ45 connector
(b) Alarm conditioning: CGA busy after 2.5 seconds of LOS
,LOF
(c) Encoding: a low or u low user selectable together for all.
(d) lmpedance: balanced 600 or 900 ohms.
(e) Longitudinal rejection : 55 dB
(0 Loss adjustment: -21 to +"10 dB/o.1d8 step transmit and
receive
(S) Single/ distortion: >46 dB with 1004 Hz, 0 dBm input
(h) Frequency response: -0.25 to-1 dB from 300 to 3400H2
(i) Signaling : Type 1,Type 2,Type 3,Type 4,Type 5 transmit
only

BOO to check
practically on
ground.

BOO to check each
feature practically

on ground and to
generate report
where ever it is
applicable.
Certification to be
checked

Voice card ( 12 FXS/ 12 FX

with
ot

m Itn
24 FXS/24 FXO ) Dort

e followinshould

(a) 1 2 FXS/FXO Connector : Twetve RJ 1 1

(b) 24 FXS/FXO Connector: One RJ21X
(c) Alarm conditioning : CGA busy after 2.5 seconds of

LOS ,LOF
d Encodin A-law or law, user selectable together for

BOO to check
practically on
ground.

BOO to check each
feature practically
on ground and to

Cd?- 7r

po rts
Physical
lnterface

Ping, Trace route

WANS

Physical
lnterface

Diagnostic

wcilisslielsr

'h"-
V \o



(e) AC lmpedance. . balanced 600 or 900 ohms(r). Longttudinal Conversion Loss: > 46dB(g) Cross talk measure : Max _70dBm0
(h) Gain Adjustment : -21 to +10 dB / o.1dB step transmit &receive
(i) Signal/ Distortion: > 25dB with 1004 Hz, OdBm inDut0) .Frequency Response : _ o zs to _r-oe ii, icjo'illloo

Hz, coincide with ITU_T G.712
(k) Loss adlustment: -21 to +10 dB/ 0.1 dB step transmitand receive
(l) 

. Signal / Distortion.. 46 dB with 1OO4 Hz, OdBm inDut(m).Frequency response: _ o zs to--i o'ri ri.i"ioij'iliaoo
Hz , coincide with |TU_T.

all

(n) ldeal channel noise Max -65 dB Mop(o) lnter- modulation
(P) 2Wire return loss
(q) FXS toop feed :

limit

: coincide with ITU_T B.712

.'. 
, 

? 
dB echo , > 20 dB signing

Nominal -48 V dc with 25 mA current

tD 
flY:X'Jn 

Loop start' DTMF, putse, pLAR, Battery

generate

where ever
applicable.

Certification
checked

to be

report
it is

withom
ons:-catiecifiSPfol ds oueDS Li inte.S ort

lowin

uN m ber of o rtsp 2or4
L ine Rate for 4-
channel G.shdsl

ps (n= 3 to 31)n x 64Kb

Line Rate for 2-
channel G. shdsl

n x 64Kbps (n= 3 to 15)

Line Code 16-TCPAM

cancellation
, full duplex with adaptive echo

practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is
applicabte.
Certification to be
checked

to check

Connector RJ45
Electrical nU oC dn oned 1 o_26 tvvi Sted a Ip
Sealing current M 2AX 0 SMA uo rce
Clock Source rom System, LineF

Diagnostic Test 5 H DS LL oo backp o-T Sbu
et CardEthernTDM over

ombo Gigabit
Ethernet (GbE)
Interface

c

-> Connector RJ45
for optical GbE, auto

10/100/1000M bos
for twisted pair GbE, LC
detection

of Ports 2

practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is
applicable.
Certification to be
checked

BOO to check

CcD- €r

BOO

current

To-LlNE,

bv )','



Gigabit
Ethernet (GbE)

lnterface -> Connector RJ45

of Port

10/"t00/'1000

2

BaseT

Ethernet
Function

MDI/MDIX for '10/100/1000M BaseT auto-
sensing
Ping function contained ARp
Per port, programmable MAC hardware
address learn limiting (max. MAC table 8192
(8k) entry)

Basic
Features:
Packet
Transparency

Packet transparency support for all types of
packet types including IEEE 802.1q VLAN
and 802.1ad (Q-in-Q)

QoS User configurable 802. 1p CoS, ToS in
out orn lP frame

Traffic Control (a) lngress packet Rate limiting buckets
per port for Ethernet port

(b) Supporting Rate-based and Priority-
based rate limiting for LAN port.

(c) Pause frame issued when the traffic
exceeding the limited rate before

acket dro d followin IEEE802.3X

re ation
WAN support link aggregation

&Jitter
Wander

PPM

PPB.
Traffic

r G.823 S nchronous*
G 823per

Com tance

Standard

IETF TDMoIP (RFC5087), SAToP (RFC4553),
CESoPSN RFC5O86

IEEE O2.1q, 802.1p, 802 1d, 802.3, 802.3u,
802.3x, 802.32, 802.'ls, 802.1w. 802.1AX

I

hould complv with the)srt (interfacesCo-directional Do

lnterface ITU G.703 64 Kbps co-directional interface

120ohm, RJ48

Line Distance Up to 500 meters

Loopack DTE Payload Loopback, Local Loopback

BOO to check
practically on
ground. BOO to
check each feature
practically on
ground and to
generate report
where ever it is
applicable.
Certification to be
checked

Voice Card 12 MAG (Maq neto)

(a) Connector : Twelve RJ'l 1

(b) Alarm Conditioning CGA busy after 2.5 seconds of LOS,
LOF.

(c) Encodlng A-law or p-law, user selectable together for all.
(d) lmpedance Balanced 600 or magneto telephone

impedance match.
(e) Longitudinal Conversion Loss > 46dB.
(f) Gain Adjustment -21 to +10 dB / 01dB step transmit &

receive.

BOO to check
practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is

applicable.
Certiflcation to be

BOO to check
practically on
ground. BOO to
check each feature
practically on
ground and to
generate report
where ever it is
applicable.
Certification to be
checked

qY

Link

followinq specifications:-

Connector

-b--



(i) ldle Channel Noise Max. _65 dBmOp

ne a Dl rtito os s n 2 B5d th 1 004 0d mB
h F u cn Rereq s on Sev 20 5p to 1 Bd mfro 03 0 to 4J 00

zH co ncr d with T G 7 21

checked

0), Min Detectable Ringing Voltage 16 Vrms.
(K) Rrnging Detectable Across Li and L2 (Tip and Ring), Lland GND (Tip and GND)
(l) 

^Single 
Rrng Type: ring ior 2 sec. and stop, or ring for 4sec. and stop.

(m)^Continuous Ring Type: 1 sec on 2 sec off, or 2 sec on 4sec off
R n e dnng croas SS 1L na d 12 a dn(r p

1L na d
DN T andp

a n n M a netos RM Ds s R n acro SS Tng s and R np sT nda ro nup d
S an n Bp s s D Pro ra mm bs
S na nq s as n ds tra Sn rentl bpa h dv z nv to sSroce S

D o[JrceClock S lnternal, E'1 /T1 Line, Externat
E Alarm Rela Alarm Relay

current:

Fuse alarm , and

Voltage 3 Vdc/

rformance alarm

max.
,IA

F

Pa me rS

rationuc nfiq
Svstem

and Default Conflguration
ConfiguratiorlActive Confi guration, Stored

Supervi sor
RS232 Console
Port (W100)

10

ln-band
SNMP

Kbps
orts HDLC/Ppp , SSH

Base-T,

SU

Ethernet,

64

itoPerfo rma cn e Mon f

R isters

Separate
, user, and remote siteNetwork

Performance
Reports

eR o nc dUp
1E uo

rS rroE dre aty ond
E tro dre a nd De dra deg

nM uteS A oS a a a bt n J ta Sti tiCS
Alarm Queue To record the I

date & time
atest alarm type, location, and

H

Threshold UB rS S oc nd Sty VE re IE roredv ecoa nd
D d Md nuteS

practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is
applicabte.

Certification to be
checked

BOO to check

J osticsDiaqn

Loopback rfaE tf 1 nte Ce L en Loo Ca k aPpb ao dv
Loo b ck Lp L oo b Ca k TDp E Loo) cba kp

TD E to- TD E D ET o L n
Test Pattern

211-1,29-1,For Controll
and 4-bye us

er 221-1, 215-1,
er define pattern

to check
practically on
ground.

BOO to check each
feature practically
on ground and to
generate report
where ever it is
applicable
Certification to be
checked

BOO

qr

Hz, input.

ITU-

o)

(n)
Ri ng)

ND)
(

or

A, B, C,

max.

Severe Second

1

lf'



K

(b)

LED 1 per V 3s-interface, ACO, Power,
SYNCiTEST, LOF, BPV, RAI/AIS

Dimensions 432.4 x 220 x223.5 mm (WxHxD)

Power Single/ Dual -48 Vdc: -36 to -75 Vdc, 100

Watts max.

Single/ Dual 48 Vdc: -36 to -75 Vdc, 150

Watts max.

Single/ Dual -24 Ydc'. -18 to -36 Vdc, 150
Watts max

Temperature 0-55"C

Humidity 0-95%RH (non-conde n sing )

Mounting Desk{op stackable, 19" 123" .ack mountable

PowerLine

supply

Available only with DC power for G.SHDSL
card only

L

Power

Consumption

Max 1 10 Watts

BOO to check
practically on
ground.

BOO to check each
feature practically

on ground and to
generate report
where ever it is

applicable.
Certification to be
checked

The OEM should have authorized R & D & Repair/Replacement
center in lndia with presence in lndia of about 10 Years

M EN55022 Class A, EN50024, FCC Part 15

,Class A, FCC Part 68, CS-03, 1EC60950,

u160950, rEC 61850-3, tEEE 16"t3

ITU G.703, G.704, G.706, G.732, G.736,
G.823, G.826, G711, G712, G.775, O.'151,

v.11, V.28, V.54
Card Configuration required as part of supply.

Controller (CPU) card -1 no

48 V Dc Power Supply Card- 1 No

3-Port El card - 1 No

o

2-port Router Card - 1 No

DC Power
Source (-48V)

(a) lnput 230 VAC (Range 170-264 VAC,
single phase, 50 Hz).

(c) Size: - 485(W) x385(D) x165(H) mm
with screw terminals at front

P

(d) Should have
protection.

short circu it

BOO to check
practically on
ground.

BOO to check each
feature practically

on ground and to
generate report
where ever it is

applicable.

Certification to be

checked

91 Network Time Server

230 +/. 10% V AC

47-55 Hz

(a) Power Su pl

Volta

Functions / Features :

Time Facility
Usrng Universal Time co-
ordination(UTC)

delayPropagation
Complensation

Supported

# +l- 25O NanosecondAccuracy

Better than 1 PPM

BOO to check practically

on ground. BOO to check
each feature practically

on ground and to
generate report where
ever it is applicable.
Certification to be
checked

Time Accuracy

f Y

Front Panel

Phvsical /Electrical

Certification

N Compliance

(b) Output Current .- 8 Amp

Frequency

-i.-
Z-



LCD Display
Front panel LCD display
to show status,time and
no. of satellites

(c)
lnputs GPS Antenna input

through BNC connector.

Power Supply
(d) Outputs

NTP output (2 nos.

customizable) for NTP client
access through RJ-45 .Both
Ports shall be independent
RS232 serial port output (2
Nos)

Pulse output: 1 PPS, %PPM,
l PPM (Configurable).

Support Client request per
Second

10,000

(e) Antenna BOO to check practically

on ground. BOO to check
each feature practically

on ground and to
generate report where
ever it is applicable.
Certification to be

checked

Length of GPS 50 meters

Gain Over 30 DB

RECEIVER,GLOBAL
POSITIONING
SYSTEM,DISPLAY
TYPE:LCD;DISPLAY SIZE:2
X 3.5 INCH;DISPLAY
RESOLUTION:240X400
PIXELS;DATA
INTERFACE: ETHERNET;PC
INTERFACE: ETHERNET;; EX
PANSION SLOT
TYPE:USB;WAY POINTS:2;
Server FREQUENCY:48-55
HZ; OPERATING
TEMPERATURE:0-55
DEG,C;ELECTRICAL
RATING:230
VAC;ADDITIONAL
INFORMATION:WITH
ANTENNA and Surge
Arrestor

System

speciflcations
(WxDxH)

Maximum

800x1200x2150mm(42U)
Power supply

input

Minimum Dual Feed AC

230VllPl50Hz.
lT Load 3kw
Minimum
Usable U

space for lT
Equipments

34U

lnstallation
Site

Should be suitable for
Elevated floor installation
/ general ground

(a) BOO to check practically

on ground. BOO to check
each feature practically

on ground and to
generate report where
ever it is applicable.
Certification to be

checked

P rL

92 Smart Rack

-E-



Should have provision for
both Top/Bottom as
Standard

System
supported
languages

Cabinet
interior
lighting

LED

switch
with door limit

Exterior

colors
per OEMBlack or as

standard
Front & back
door

Front toughened glass,
rear plain dual door

Local

interface
TouchScreenColour

Display

Monitoring

Power, Cooling, Smoke,
WLD, temperature and
humidity, UPS, door
sensor to be integrated
for monitoring

Minimum 1 No.

sensor for water
detection

Spot
leak

Minimum I
Temperature
humidity sensors

No.

and

Minimum 1 No. Smoke
sensor

Minimum 1 No. Proximity
sensors for doors

Sensor

Minimum 1 No. Beacon-
for local alarm

UPS capacity Minimum 6 kVA UPS
ratedUPS

input
23OVAC

lnput Voltage
Range

160 V - 285 V

lnput
Frequency
Range

40-7OHz

lnput Power
Factor

098

lnput power

consumption
meter

Energy meter with digital
display should be
installed at input to
monitor

(b) Power
subsystem

Output Max
Power

6kvtu5.4kw

Efficiency
94o/o at 100 % Load in
online & 98%in Green
Mode

BOO to check practically
on ground.

BOO to check each
feature practically on
ground and to generate
report where ever it is

applicable.

Certification to be
checked

Backup Time

installation

15 Mins - 1 Battery Pack

7fb- r

Utility Entry

Should support Engtish
as language for operation
by default



RPDU
parameters

Basic Rack PDU should

be provitled, Zerc U,32A,,
230V, (20)C13 & (4)C19

(c) Cooling

subsystem

Total air

conditioning
cooling

Capacity

3.skw

Minimum Air
flow

700cMH

Air
conditioning
installation

Should be Rack mount

type, not more than 5U

-20 - +45
Outdoor

ambient
temperature

Refrigerant
FriendlyEnvironmental

R41OA

Emergency

fan module

Minimum 1 No. at front
(lnlet) and top (Exhaust)

OEM for UPS, Racks,

PDU, Sensors should be

same including the
monitoring software. OEM
should be minimum ISO

9001, ISO 14001 and ISO

50001. r\

(Lt Col Bagbande)
SOI (Comn & lT)
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Team Commander
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Dy Director
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