No.C.VII.1/2015-ITW(QRs)-(4) ///l/’
AT TIFR/Government of India

I[& FHaTerd/Ministry of Home Affairs
gﬁl’a‘ mﬁ@w JHT9T /Police Modernization Division
HHIOT-| 3% /Prov.| Desk

Jaisalmer House, 26 Man Singh Road,
New Delhi, dated the 17 Aug, 2015
To,

DsG: AR, BSF, CISF, CRPF, ITBP, SSB, NSG & BPR&D.

Subject: QRs and Trial Directives of Multi-Level Security Authentication Device with
Digital Signature for VPN on Internet.

Sir,

The undersigned is directed to refer to the subject mentioned above and to say
that the QRs and Trial Directives in respect of QRs and Trial Directives of Multi-Level
Security Authentication Device with Digital Signature for VPN on Internet as per Annex- “‘A”
and Annex-"B”, respectively have been approved by the competent authority in MHA.

2. Henceforth, all the CAPFs should trial evaluate and procure the above item, required
by them, strictly as per the laid down QRs.

3. Concerned CAPFs will be accountable for correctness of the QRs and Trial
Directives of QRs and Trial Directives of Multi-Level Security Authentication Device with
Digital Signature for VPN on Internet.

Yours faithfully,

|
Pesitn
(M. N. SuKole)

Under Secretary to the Govt. of India

Encl: As above.
Copy forwarded for necessary action to:

(IT), MHA - With the request to host the QRs and Trial Directives of QRs and Trial
Directives of Multi-Level Security Authentication Device with Digital Signature for VPN on
Internet on official website of MHA (under the page of Organizational Set up, Police
Modernization Division-Communication Equipments).

Copy to: DDG (Procurement), MHA ke

-~

=
(R.K. Soni)
Section Officer (Prov.l)
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QRs/Technical Specification of Multme\{el éeéunty Authentication Dewce

L o Harc ‘THrken

. ‘wpg;c}vlf lﬁil_g—q.ll'im e - RLquueanlq - ]
Hard Token Two factor auth e rication Token should mmplv industry standard certification [e.g. PCI, FFIEC
i IIIP/\/\(oplmnal)l The hardware token should be | tamper proof and not ,‘}f}Y_Qf}_.XV&J_E!_l&t‘jL?1&?,P&_Ui,
'liﬁg;ﬁa mually &*‘(‘VI;L.‘-I‘({&‘ anew pasbwmd within eve rv | The Token should generate a new password at least within 60 seconds,
60 or less seconds - - I o i o e
) Support for Pass cade with OTF (One Time Pass Two Tactor Aut ‘entication should su ppmt PASSCODI ((omblnatmn dl"lb
- code) | numeric hanumeric PIN and a pseudorandom token no). o o
P IAnlqli;(‘n;i\'l1L W lth t”l;sh_/‘\_uthontlulitl});l_%vvvl}_/;i‘ o The password gen ‘ldl(‘d bv the token slmu}d be in syne with the s llhcnm B
Six Digit Numerical Password The rassword genorate d lw the token should be a six digit numer
e be guessed inagiven time frame o e I
6 A'I;I‘\cn 1 110 %pan o ) v; - o _iu[ °n s]jm(;_u'l»gi ave a ] or3orb )Cdl bdll(’lyl’l‘}‘ e
i o UmLLQ Idonht\ o - | Bveryt ﬁg]_[«al{?_f_l}fyl\{ Imvo an unique identity and should be u um 111}_&0 tho user oo
Multi Applic atmn %uppmt o It s]}_qgl_j_g_i"lvc possnl)]urto mi(‘ma te the sa me tc lxg_l (nl\all!]i()jh(‘l a 1]1!|(at|nns 1r required. L
9 K Hmallind convenient [ e l_ho oken__sligulgl ‘h"\ ca small  form ladm» _W»h‘uh can ensure case of cay Tying. |
7!0 | Token AL[IY;W__[E})H e | User should be ab! e tn aLl' ‘ EL[he token on his own attm nmppmu in au[hcnlwa!x&p 5(:1'\/;1 - o
T ! token bo d with user B B | The <\Ll[l1L‘l1(}_£(’[ll(7!1 erver can map. tho two user names to tho L.,clle i S o
LA SR
o e Mobile Token
S/No. SPS_C_,U Cﬁ““”“ e Jit‘(}lﬂl&‘_ﬂ?&l&“ e _4_-_¥: o 7: . T o
| Maobile Token Twao factor authentication Token should he Lumply mdas[l) standard certification [o W'T;(I
FEIRC, HIPAA(optional)]. The hardware token should be ¢ tamper proof and not have any
{, U D B .. .| Changeable parts. S I
i 2 I)VHamILdH\' UUHU alo a New p(lxs\\ ord within The Token shoula uvnvmlc anew passw ord atl 150w ithin 60 wmnds
) every 60 or less sec( ] o - o o e
: _2 | I’_Ig Pmteg lo_d B ] lokcn on‘_[p_oi[?} AE, N an should be a phanumom pm }Joggg?d e :
'7__ 4 I Time Syncav sth tho /\ulhg_n_ggt_mn server o [ho > password g o le d b\' {!}i[_(}[\(‘]] ih‘(zul-d‘ Vb_c“{n sync wi 1[1] (lw dll“‘l(‘ﬂU(dLlQﬁS rver o
5 ‘ Six Digit Numerical Passward The p password j.e.. rated bv the token should be a six digit numerical pa;.\—v—(; d to ensure it cannof |
o i e e | beguessed ina g ven time frame
6 l letl Q %uppmt Mobile LUI*"‘I 'vh()ll[d be avmlablu as a SOHWMC form Ia( lOl lhdl (dn hL‘ mslﬁﬂ o (—;Ta B
o o o Windows Mobuw, 108, Android, Blackberry ete
7 f Unujuo ‘dvmlt\ o e W_’__l»_},ﬁtgli nrsrh_(mid ha\}g'-_(;n mmLc 1&1011[1[{/7;1n‘d&:l{oula B T
s Ml\hllh {\PEIIL(1[!0‘11:1-1_!_})”01l | Teshould be possible to integrate the sanlg’ml\g‘:_)mll} rther (]_EP(IL L_lﬂgi._irﬂl (_L]Ll‘l(’d o ; _
9 IMEI / ULD Binding The mobile toker. enerator should be bound with the 1M E [device. The application installed on
e -one IM BL/ULD - ould not be installed on anoter ) — ]
| Token bound ‘\'lﬂ? user - Healle s server can map the bwo usernames to the Userls ,
#roa %ok ok
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S S | N e -
o Authent!catl,ym Manager

__oni%o | Specifications Requnement ] ] 4\
1 Same Authentication Server for All type of Tokens & | The same authenticati. n manager should be used Lo authenticate both the Iard Token user as well as
Deployment Option SMS token user.

Th: authentication manager should provide both the software based solution and

hardware dpplmnx( based solution. It is upto CUSTOMIIR to chnose the deployment option

N R Hardware /HOH\«/‘H“(\/H rtual) depending on the equirements. )

2 Hmergency access to user The Authonmaimh danager should provide alternate mo thod of autlwntlmllon inc nsv_&iwigv;t Y ailure
e to validate user

Py ‘juﬂnnt im'_ulstom Al’l baso

] Lalmuld ]H(_)\Id(‘ /\l) to enable bmldmﬂ or (mm ls lor hume

grown appllmtmm B B
Authentication man- ger should be pmvldu aulu\' of sync of i ‘

all the users from the Internal database, ‘
current LDAP or other authentication agent. The server should regularly sync with LDAP/Otner auth !

- agent and make auto modifications where necessary i Fallowed e !
5 The authentication i anager should have provision to lock a pdllltuldl USCT 0N NUMETOus Wro! i
———e ) attempts or unlock ¢ particular user l
6 i o L The nulhonl lcation nanager shoul, 1 havoplg_\ls_um to as 15;11 a l,_;‘_‘vl\“” kO A user - j
7 Authentication manager should have in built RADIUS Server The Aul]wnlxmtmn xmiuwu should have
provision to create ¢ pavate logical groups and if required create separate administrator(s) for ihem
R B B — e BTOUPS. —— .
f 3 et for different tokens and 1 users The authentication crvor should allow (he ndmlmsun tor freedom w creato his own ;mh( ies and
§ assign them to diffe ent set of users. Should have inbuilt tadmin roles like: Scecurity Domain |
Administrator, User Administrator, Token Administrator, Privileged Help Desk Administrator, !
S e Hedp Desk Adminiserator, Agent Administrator o e |
9 Authenticate different applications with the same It should b possxlm* (o inte grate multiple npphmlmw It should be possible to assign different set ol |
| auth manager B o policies for cach
0 Mmmnm lokens %huuld su ppmlcmmnvmy access. for in case of lost, mmphw or damaonw of tokens for bmh nnllm !
I Gul R - -

lho soltwmu shoui Nave An @ asv (o use L1 17 for . au H]L m( ahon manaum ndmnnslmlmn thul(i have

e a web based manag--ment console and shonid all
b’m bp /1 \estmo f\uthenhmtum mat
‘,’h Availabil lity

oW N fevel do U&mlum of admmlsim[ms
ager sh()uld a‘llow bac: < up/wstmmmu of server contigurats an 1 us
The solution should be plovxdcd with llwh Availability and automatic failover be ‘tween e
Should provide agent based load balancing and high availabilit ty ¢

s databa Se

ach system.
“apabilities using multiple primary
and replica servers. database replication communication befween replica serve
Should allow setting up of minimum 4 repiicas for failover and load balanci ing
Should have mlmnl support for clustering io improve (]
N - | scalability.

|
1

r should be encrypted
& high availabifity.
wroughput performance and achieve

14 Logs I\’IEII‘]‘dgt‘.l:ni;}lﬁ . | The access and other system ln;’s genera ted by the system / OTP engine should pmvuic or audit
“ trials. All activities ot admin consale should have an audit trail of all | ogon attempts and operations :
; Logs and should be famper proof. Option to export logs 1o othar log server for analytiv view should
e T ) o | beavailabic . .
1B Multi-O8S Support

/\uthummlmn lﬂdlhl”(l should be all leading npcmtmu system viz, work on Linux / Solaris /
| E\ Wi '/ Vimware environments,

E u_pp(ﬁi a wide vigriety 0{ VPN's . lln 50 Iutjgn 5 ]D‘ﬁ{lld support integration with mnsL popnlm (nx-wal{s SSLPSEC VPN, mutus B

o AU e W ™y .
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S | | - / ' A ) _—

-7 RADIUS servers, WwAC clients, VPN clients, Citrix servers window servers(2003008 32 and 64 bit) focal
i L | and RDP logon, wireless access points etc.

17 CFPoken Assignment Should provide mbuilt database for user record creation and tok:n assw,nmult that could be
| e automatically syn-od with external LDAP if allowed o
18 Reports Should have inbui t reports like:

Administrators wih a Specified Role Users with Disabled Accounts Users and User Groups Missing
From User databas:(internal/external) User and User Grotw Life Cycle Activity Users with Days
Since Last Login Using Specific Token Bixpired User Accounts

Principals Never +gged In with Token Distributed Token Requests and Token Expiration

; ; Autnontication Activity

A B Should pm\udv exensive LLIStOlﬂIde IQD_OI tuw lm admlmahatm_ 7
19 E \ lnbullt RADIUS

i A \ e lat suppmtR/\L UH based authentication.
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1
N~

ul /

entication Device

- . Hard Token
S—/Nb._ —ggeaflcatlons L ) j Trial Directive S
Hard Token i Documents submitted by the company and with the physical
777777 - - | verification of token : |
2 DV narmca[l\ oenemte a new passw ord | Check for two consecutive passw ords generated by the token. The oap
| within every 60 or less seconds between the two passwords generated should not be more than 60
i B o - B | seconds B
3 Support tor Pass code with OTP (One Verify with documents and verification on device -
Time Pass code) o i
4 Time Sync with the Authentication ' Verified with the documents sﬁemaﬁ T
Server .
5 Six Digit Numerical Password | Verified same on the tplxen e o
6 Token Life Span | Verify with the document and same will show in authentication
- manager )
7 Unique Identity | The user should generate passwords on two different tokens. The
B | tokens should show a difference sequence of password generated
8 Multi Application Support | The same token should be used on two different applications
9 Small and convenient form factor __| Verify from the data sheet and physical appearance o
10 | Token Activation The authentication manager should provide a URL wherein which the
‘ user should be able to activate the token on its own after allotement of
i id from administrator o
11 Token bound with user The administrator should assign the same teker to two different
| usernames belonging to the authentication nianager
S - Mobile Token
S/No. | Specifications T Trial Dlre(‘tlve - w:‘u«“‘_g' : » 7 “ o .
i vobije Token Documentis submitied bv the company and with the physical |
L verification of token ‘
2 Dynamically generate a new password | Check for two consecutive passwords generated by the token. The gap
within every 60 or less seconds | between the two passwords generated should not be more than
| 60seconds o
3 PIN Protected The user should able to loging with the combination of user PIN &
passcode before he would be allowed to authenticate N
4 Time Sync with the Authentication Verified with the documents specification
Server )
5 Six Digit Numerical Password Verified same on the token
6 Multi OS Support | Mobile tokens should be demonstrated on Android, i0S and windows
o platform o
7 Unique Ideﬂ?ify o The user should generate passw ords on two different tokens. The
_tokens should show a difference sequence of password generated
8 Mu ti Appucahon SLlppm t - The same token snould be used on two different applications
9 | IMEI / UID Binding The user should at‘tempt to install a mobile token on two different
handsets. He should not be able to install the same token on more than
. oo .. Omehandset I
10 | Token bound with user The user should a551gn the same token to two different usernames
L. .| belonging to the same user S
_ Authentication Manager e
' S.No | Spec1f1cat10n9 Trial Dlrechverﬁ_w
1 | Same Authentication Server for All tvpe Veutv from the datasheet and by Using the same authentication
of Tokens & Deployment Option | maanager user should be able to assign different types of tokens
2 | Emergency access to user Verify from the datasheet and verifying the featuer on authentication
- | manager in administrative mode. e B
3 Support for custom API based Plug Ins | 'Data Sheet and technical specifications. A proof of concept with any
N . customized solution o
.4 | Sync liséi;and uggl cjet;ulq Data C»heet A moof of con(ept o e
Luser If\ same\m anthemu atlon manaﬁel in |

| Lock / Unlocl\ a user

57”’ { Vﬁi W

| @agaglleet and, ’



‘Associate users to Token

——— A

!

4 admlmstratwe mode
An management interface where the admlmstxator can assign tokens

6
o - ELEh? authentication manager o
7 Portable Architecture " The administrator should be able to create different admins role for
management
8 Role & Policy set for different tokens The administrator should be able to create different set of policies for
andusers different users on authentication manager
9 Authenticate different applications with | The administrator should be able to create different authentication
the same auth manager identitv(Local / LDAP / RADISU) in the same authenitcation
e S manager -
10 | Manage Tokens The administrator should be able to- asswn unassign, disable, lock /|
o - | unlock a token from the server L ) |
11 | GUI All tunctlonaht\ of authentication managel and self service portal for
- remote user should be cheked by POC.
12 | Back Up / Restore 7 The administrator should be able to schedule / take a backup and
restoration of same in the other server -
13 | High Availability Data Sheet and technical spec1f1cat10ns or with proof of LOI\LEPt
14 | Logs Management | Data Sheet and technical specifications, or with proof of concept
15 | Multi-OS Support | Data Sheet and technical specifications, or with proof of concept by
installing on differnet OS / in virtual environment
16 | Support a wide variety of VPN's Data Sheet and technical spec1f1cahons or with proof of concept
17 | Token Assignment | Data Sheet and technical specifications, or with proof of concept
18 | Reports Data Sheet and technical specifications. Same can be verified with
A proof of concept - ) )
Inbuilt RADIUS Data Sheet and technical speuhgabon) Salﬁe can be verified with

L ar proof of concept B P B
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