No. A-12018/02/2020-Ad.V
LT @&hiY/Government of India
g HaTed/Ministry of Home Affairs

*kkk

North Block, New Delhi
Dated 20th October, 2020

OFFICE MEMORANDUM

Subject: Framing of Recruitment Rules for the newly created 02 posts of Director and 07
posts of Deputy Secretary in Cyber and Information Security Division of Ministry

of Home Affairs-reg.
*kkk

The undersigned is directed to state that the Ministry of Home Affairs intends to
frame the Recruitment Rules for the newly created 02 posts of Director and 07 posts of
Deputy Secretary in its Cyber and Information Security Division, as per the provisions
contained in forthcoming para 3.

2. It is requested that comments of all the stakeholders, if any, on the proposed
Recruitment Rules may be forwarded to Under Secretary (Ad.V), Ministry of Home
Affairs, Room No. 81-D, North Block, New Delhi-110001 latest by 19t November,
2020. The Recruitment Rules for the posts of Director and Deputy Secretary would be
finalized after taking into account the comments so received.

3. Following provisions are proposed in the Recruitment Rules for the post of:

(i) Director:

S. | Particulars Proposed Provisions
No.
1. | Name of the post Director
2. | Number of posts 02* (2020)
*subject to variation dependent on workload
3. | Classification General Central Service, Group ‘A’, Gazetted, Non-
Ministerial
4. | Level in the Pay Matrix Level-13

5. | Whether selection post or | Not applicable
non-selection post

6. | Age limit for Direct recruits | Not applicable

7. | Educational and other Not applicable
qualifications required for
direct recruits

8. | Whether age and | Not applicable
educational qualifications
prescribed for direct
recruits will apply in the
case of promotees

9. | Period of Probation, if any | Not applicable

10.| Method of recruitment Deputation
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11.

In case of recruitment
by promotion/
deputation/
absorption,
from
promotion/
deputation/
absorption to
made.

grades
which

be

Deputation:

By officers of the Central Government or State Governments or
Union Territories:

(a)(i) Holding analogous posts on regular basis in the parent
cadre or department; OR

(ii) with five years’ service in Level-12 in the Pay Matrix or
equivalent rendered after appointment thereto on a regular
basis in the parent cadre/department; AND

(b) Possessing the following educational qualification and
experience:

Essential qualification:

(i) Master’s Degree in Computer Applications; OR

M. Sc. (Computer Science/Information Technology/
Electronics) from a recognized University/Institute; OR B.E./B.
Tech. (Computer Engineering/Computer Science/Computer
Technology/Computer Science & Engineering/Information
Technology/Electronics & Telecommunication/Electrical/
Electronics) from a recognized University/Institute; AND

(ii) Ten years’ experience in Cyber/IT/Networking/Telecom/
programming/information system in a Government Office/
PSU/Autonomous Body/Statutory Body or in any recognized
institution.

Desirable Qualification: Industry certification-CEH/OSCP/
CISA/CISSP/ CISM/ITIL/OWASP.

Note 1: Qualifications are relaxable at the discretion of the
Union Public Service Commission for reasons to be recorded in
writing, in the case of candidates otherwise well qualified.
Note 2: The period of deputation including the period of
deputation (ISTC) in another ex-cadre post held immediately
preceding this appointment in the same or some other
organization/department of the Central Government shall
ordinarily not to exceed five years.

Note 3: The maximum age limit for appointment by deputation
(ISTC) shall not be exceeding 56 years as on the closing date of
receipt of applications.

Note 4: For the purpose of appointment on deputation basis,
the service rendered on a regular basis by an officer prior to 1st
January, 2016 (the date from which the revised pay structure
based on the Seventh Central Pay Commission
recommendations has been extended) shall be deemed to be
service rendered in the corresponding grade pay or pay scale
extended based on the recommendations of the Pay
Commission except where there has been merger of more than
one pre-revised scale of pay into one grade with a common
grade pay or pay scale and where this benefit will extend only
for the post(s) for which that grade pay or pay scale is the

12,

If a Departmental
Promotion Committee
exists, what is the
composition

normal replacement grade without any upgradation.
Not applicable :

13.

Circumstances in
which Union Public
service Commission
is to be consulted in
making recruitment.

Consultation of the Union Public Service Commission is
necessary.
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(ii) Deputy Secretary (Legal):

S. | Particulars fProposed Provisions
No.| » L
1. | Name of the post Deputy Secretary (Legal)
2. | Number of posts 01* (2020)
*subject to variation dependent on workload
3. | Classification General Central Service, Group ‘A’, Gazetted, Non-Ministerial
4. | Level in the Pay Matrix Level-12
5. | Whether selection post or | Not applicable
non-selection post
6. | Age limit for Direct recruits | Not applicable
7. | Educational and other Not applicable
qualifications required for
direct recruits
8. | Whether age and | Not applicable
educational qualifications
prescribed for direct
recruits will apply in the
case of promotees
9. | Period of Probation, if any | Not applicable
10.| Method of recruitment Deputation
11.| In case of recruitment by

promotion/ deputation/
absorption, grades from
which promotion/

deputation/absorption to
be made.

Deputation:

By officers of the Central Government or State Governments or
Union Territories:

(a)(1) Holding analogous posts on regular basis in the parent cadre
or department; OR

(i) with five years’ service in Level-11 in the Pay Matrix or
equivalent rendered after appointment thereto on a regular basis
in the parent cadre/department; AND

(b) Possessing the following educational qualification and
experience:

Essential:

(i} Degree in Law from a recognized University /Institute; AND

(i) Ten years’ experience of dealing of Indian Cyber Law or
International Cyber Law.

Note 1: Qualifications are relaxable at the discretion of the Union
Public Service Commission for reasons to be recorded in writing,
in the case of candidates otherwise well qualified.

Note 2: The period of deputation including the period of
deputation (ISTC) in another ex-cadre post held immediately
preceding this appointment in the same or some other
organization/department of the Central Government shall
ordinarily not to exceed five years.

Note 3: The maximum age limit for appointment by deputation
(ISTC) shall not be exceeding 56 years as on the closing date of
receipt of applications.

Note 4: For the purpose of appointment on deputation basis, the
service rendered on a regular basis by an officer prior to 1st
January, 2016 (the date from which the revised pay structure
based on the Seventh Central Pay Commission recommendations
has been extended) shall be deemed to be service rendered in the
corresponding grade pay or pay scale extended based on the
recommendations of the Pay Commission except where there has
been merger of more than one pre-revised scale of pay into one
grade with a common grade pay or pay scale and where this
benefit will extend only for the post(s) for which that grade pay or
pay scale is the normal replacement grade without any

upgradation.

——




12.| If a Departmental Promotion | Not applicable
Committee exists, what is
the composition

13.| Circumstances in which | Consultation of the Union Public Service Commission
Union Public service | is necessary.
Commission is to be
consulted n making
recruitment.

(iiij Deputy Secretary:

S. | Particulars Proposed Provisions

No.

1. | Name of the post Deputy Secretary

2. | Number of posts 06* (2020)

*subject to variation dependent on workload
3. | Classification General Central Service, Group ‘A’, Gazetted, Non-
Ministerial

4. | Level in the Pay Matrix Level-12

5. | Whether selection post or | Not applicable
non-selection post
Age limit for Direct recruits | Not applicable

7. | Educational and other Not applicable
qualifications required for
direct recruits

8. | Whether age and | Not applicable
educational qualifications
prescribed for direct
recruits will apply in the
case of promotees

9. | Period of Probation, if any | Not applicable

10.| Method of recruitment

Deputation
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11.

In case of recruitment by
promotion/  deputation/
absorption, grades from
which promotion/
deputation/absorption to
be made.

Deputation:

By officers of the Central Government or State
Governments or Union Territories:

(a)(i) Holding analogous posts on regular basis in the
parent cadre or department; OR

(i) with five years’ service in Level-11 in the Pay Matrix
or equivalent rendered after appointment thereto on a
regular basis in the parent cadre/ department; AND
(b) Possessing the following educational qualification
and experience:

Essential qualification:

(i) Master’s Degree in Computer Applications OR
M.Sc. (Computer Science/Information Technology/
Electronics) from a recognized University/ Institute; OR
B.E./B. Tech. (Computer Engineering/Computer
Science/ Computer Technology/Computer Science &
Engineering/ Information Technology/ Electronics &
Telecommunication/ Electrical/ Electronics) from a
recognized University/ Institute; AND

(ii) Eight years’ experience in  Cyber/IT/
Networking/ Telecom/ programming/ information
system in a Government Office/ PSU/ Autonomous
Body/ Statutory Body or in any recognized institution.
Desirable Qualification:

Industry certification-CEH/OSCP/CISA/CISSP/CISM/
ITIL/OWASP.

Note 1: Qualifications are relaxable at the discretion of
the Union Public Service Commission for reasons to be
recorded in writing, in the case of candidates otherwise
well qualified.

Note 2: The period of deputation including the period
of deputation (ISTC) in another ex-cadre post held
immediately preceding this appointment in the same or
some other organization/ department of the Central
Government shall ordinarily not to exceed five years.
Note 3: The maximum age limit for appointment by
deputation (ISTC) shall not be exceeding 56 years as on
the closing date of receipt of applications.

Note 4: For the purpose of appointment on deputation
basis, the service rendered on a regular basis by an
officer prior to 1st January, 2016 (the date from which
the revised pay structure based on the Seventh Central
Pay Commission recommendations has been extended)
shall be deemed to be service rendered in the
corresponding grade pay or pay scale extended based
on the recommendations of the Pay Commission except
where there has been merger of more than one pre-
revised scale of pay into one grade with a common
grade pay or pay scale and where this benefit will
extend only for the post(s) for which that grade pay or
pay scale is the normal replacement grade without any
upgradation.
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ﬁQ. If a Departmental Promotion | Not applicable
Committee exists, what is
the composition ,
13.| Circumstances in which | Consultation of the Union Public Service Commission

Union Public service | is necessary.
Commission is to be

consulted in making

recruitment.

20 1111120,
(N.R. Sekar Raju)
Under Secretary to the Government of India

Tel. No. 2309 3666
To

1. All the stakeholders for sending their comments to this Ministry.
2. SO (IT) for uploading on the website of the Ministry.
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